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I. Preamble

1. 
Port security is crucial to the economic viability of the American regional marine transportation system and to its international competitiveness.                   It contributes to overall crime-prevention programs, to fighting terrorism and other threats, such as illegal trafficking of drugs, arms and people and other forms of organized crime, as well as other offenses affecting cargo security and maritime traffic (theft, stowaways, and smuggling), that threaten criminal port exploitation. 

2. 
The Inter-American Committee on Ports of the OAS plays a relevant hemispheric role in efforts to assist countries to improve port security systems, as well as to appropriately implement the amendments of 2002 to the SOLAS Convention, 1974 and the provisions in the International Ship and Port Facility Security Code (ISPS Code) adopted by the International Maritime Organization (IMO).

3. 
Effective hemispheric port security requires an interdependent network relationship among trade partner ports and assosiate countries, as well as adherence to a common international standard of security, to protect the flow of international trade and transshipment cargoes, as well as passenger transportation. Those ports with substandard protective security measures are "weak links" in the trade network and represent a vulnerability to the international marine transportation system.

4. 
Consequently, an strategic framework is needed to guide OAS Member States in developing the institutional readiness and technical capacity to implement necessary port security improvements. Findings from port and maritime security studies conducted by the OAS (undertaken by the CIP’s Technical Advisory Group on Port Security and CICAD) since 2002, demonstrate that Member States are aware of their port security deficiencies.  

5. 
Higher security standards as established now or in the future necessarily involve a fostering of stronger hemispheric cooperation so that the higher costs involved (improvement of physical and administrative infrastructures, equipment, training and improvement of capabilities, etc.) can be met by all the States as a means to guarantee the homogeneous implementation of new port security standards.

6. 
In considering the appropriate mechanisms and procedures to begin the development of a strategic hemispheric port security framework, States should examine existing bilateral and multilateral initiatives that have compatible purposes and structures, and evaluate how they may be used to foster this process. The broad framework of collaboration expressed in this strategic framework is intended to be compatible with other OAS security plans, strategies, and modalities. The language and intent of this framework are based on existing accomplishments of the OAS and other international security plans, strategies, and initiatives.  

7. 
This document shall be submitted, upon adoption, to the General Assembly of the OAS. Due to the national economic importance of maritime trade, it can be anticipated that the successful implementation of this strategic framework will promote a broad range of beneficial outcomes, which will in turn contribute to augmenting regional stability.   

II. Elements of the Strategic Port Security Framework: guidelines and objectives
8. 
A strategic framework is specifically designed to deter, disrupt, and dismantle terrorist and transnational criminal organizations jeopardizing international maritime commerce in the Western Hemisphere. A strategic and systemic approach is essential to the planning and policy making process of mobilizing, coordinating, and calibrating means and resources. Such an approach must include certain basic elements so that deployment of common tools and interoperable techniques can be synchronized. 

9. 
An effective strategic framework requires a recurring assessment process for identifying and reducing the vulnerabilities to security exploitation faced by the region's ports, and the development of effective countermeasures to deter and defeat the threats posed by terrorism and organized crime.

10. 
The elements of the strategic framework are intended to: 

a) Increase the priority and resources devoted to enhancing and maintaining port security in the hemisphere and trade partner seaports.

b) Achieve greater effectiveness and synergy by improving internal and external coordination of national and regional agencies that deal with seaport security and the threats posed by terrorist and organized crime groups, and other malevolent non-state actors.

c) Improve and expand the multilateral mechanisms and work with other governments to implement a hemispheric port security framework.

d)   Employ affirmatively and creatively all legal means available to combat the full range of criminal and corruptive activities affecting the seaports and maritime commerce of the hemisphere.

11. 
The strategic port security framework should include achievable and measurable goals. Implementation should involve setting and accomplishing objectives that are reasonably attainable and which will contribute to these goals, while adhering to basic principles consistent with the intent of this framework.  

12. 
In order to undertake an Strategic Port Security Framework, the OAS Member States should:

a) Substantially improve hemispheric seaport security and its related components to implement and sustain compliance with the IMO’s ISPS Code. 

b) Develop port security capacity sufficient to reduce the vulnerability of ports to terrorists and local and transnational criminal activities, thereby protecting the operations of hemispheric maritime commerce from foreseeable security threats.

c) Strengthen cooperation amongst States to achieve the aforementioned goals.

13.  
The strategic framework has the following principal objectives:

a) Objective 1: Facilitate the flow of hemispheric maritime commerce unimpeded by the direct or indirect consequences of terrorism and transnational criminal activity in any of its variations, through:
i. Integrated and comprehensive security plans, procedures and operations (e.g., IMO/ISPS) which ensure the integrity of legitimate movements and transactions in the commercial shipping cycle, while denying access to the system to individuals or organizations that could exploit and corrupt this process for illegal purposes.

ii. Standards and practices adaptable by OAS member States compatible with the hemispheric trading community.

iii. Risk management processes including identification and analysis of threats and vulnerabilities.

iv. Improving transparency by the use of modernized and automated freight transport systems, processes, and trade data information flows; 

v. Standardized customs regimes assisted by the trading community's informed compliance as contributing factor.

vi. Promoting business community cooperation in government enforcement efforts and the penalization of violators. 

vii. Securely protected and expeditious port facility operations in all its elements facilitating improved system efficiency. 

b) Objective 2: Maximize the engagement of the commercial maritime industry in a hemispheric cooperative effort with government, through:
i. Planning, developing, and implementing operational strategic and tactical solutions to maritime and port security problems to counter threats.

ii. Producing and exchanging information and intelligence of actionable and foreseeable quality. 

iii. Conducting national and regional maritime and port security training to improve the coordinated effectiveness of port and ship security programs.
iv. Developing alternatives to governmental financing to increase private industry stakeholder participation in the funding of and involvement in port security programs.

c) Objective 3: Protect hemispheric borders by addressing vulnerabilities susceptible to exploitation by transnational crime and terrorism:
i. Enhancing the effectiveness of maritime and port security controls pertaining to inspection, detection, and monitoring capabilities at seaports and at related land borders, through a greater resource commitment, further coordination of national and private sector programs, and increased cooperation among OAS member States and appropriate international organizations.

ii. Encouraging full enforcement of existing regulations and non compliance penalties for private sector non-compliance that facilitates transnational criminal activity and corruption in ports and maritime commerce.

iii. Targeting regulatory, enforcement, and prosecutorial resources more effectively against individuals, groups and organizations that penetrate commercial maritime activities for illegal purposes.

d) Objective 4: Prevent criminal exploitation of seaports and hemispheric maritime trade for purposes of committing terrorist acts, illicit drug, weapon, and people trafficking, cargo theft, and financial and commercial crimes:
i. Denying criminals access to seaports and the legitimate commercial maritime shipping cycle.

ii. Strengthening enforcement efforts to reduce inbound and outbound movement of criminal proceeds or the assets of criminal enterprises.

iii. Assisting the customs services and other law enforcement agencies of OAS Member States to seize the assets of terrorists or criminals exploiting maritime commerce, through aggressive use of forfeiture laws.

iv. Enhancing bilateral and multilateral cooperation among OAS member States against all financial crimes exploiting maritime commerce by establishing or updating enforcement tools and implementing multilateral anti-money laundering standards. 

e) Objective 5: Respond to current threats to hemispheric port security with existing resources, but also assess and identify further resource requirements and their potential financing sources to counter existing threats:

i. Disrupting new activities or developing trends by transnational criminals that exploit ports and maritime commerce.

ii. Enhancing intelligence efforts to protect seaports and maritime commerce, and to provide timely warning of emerging threats and criminal methods.
iii. Assessing the condition of protective security at ports of OAS member States by identifying deficiencies in specific elements of port security, determining specific solutions to all port security deficiencies, and specifying the policy, planning, and operational requirements that must be satisfied to improve upon or eliminate the deficiencies.

iv. Assessing port security manpower capabilities and proficiencies to identify training and capacity building initiatives prerequisite to, for example, improving port security processes, procedures, communications, coordination, systems, planning, technology and physical infrastructure.

v. Assessing financial resources needed for improving port security, identifying specific operational requirements and related funding figures.

vi. Investigating and identifying how requisite port security solutions may be funded, firstly, through existing financial resources and mechanisms (e.g., local, partners, regional, national, international funding sources), as well as through alternative funding sources.

vii. Developing financing alternatives to increase private industry stakeholder participation in the funding of port security programs.

f) Objective 6: Enhance hemispheric cooperation in the field of port security through: 

i. Combating the criminal exploitation of seaports and maritime commerce through bilateral, multilateral, and regional mechanisms and actively encouraging implementation and compliance.

ii. Facilitating efforts to reduce the vulnerability of maritime commerce and ports to corruption and criminal exploitation.

iii. Negotiating hemispheric agreements that create a seamless and efficient system for securely protected and competitive operations of seaports and the hemisphere's maritime trade corridors.

iv. Improving bilateral cooperation among governments and law enforcement authorities through increased collaboration, training, and technical assistance to strengthen security, and combat crimes related to the exploitation of seaports and maritime commerce.

v. Promoting increased judicial cooperation with regional and international law enforcement authorities to provide rapid, mutual access to witnesses, information, and other evidence pertinent to the full range of maritime and seaport related crimes.

III. Implementation

14.  
Implementation of a strategic framework requires the coordination of a wide variety of governmental agencies and private sector organizations, to effectively secure ports against terrorism and transnational crime. The resources and cooperative mechanisms for managing these efforts must be developed and supported by government and private industry at national, regional, and global levels.  
15.  
Implementation of the strategic framework has two basic approaches:

a) Government (regulatory/law enforcement) -- Dependent upon governmental enforcement capabilities and mechanisms implemented through various national, bilateral, and multilateral instrumentation.

b) Government - Private Sector Cooperation (non-regulatory) -- Emphasizes facilitation of the normal flow of trade, in harmony with efforts to deter the opportunities for terrorist and criminal exploitation of the ports and the international maritime transportation system they serve. This approach promotes government/private industry cooperation in commercial sectors or geographic regions where, for various reasons, it is not otherwise easily achieved.

16.  
Implementation of this strategic framework will be achieved through the cooperative collaboration of all OAS member States in the development and execution of an Action Plan. The CIP will have an instrumental role in this process in coordination with other OAS bodies (including, but not limited to CICTE, CICAD, and AICD.) 

17.  
Implementation of projects under these proposed objectives will require the resources of these OAS bodies, including committee members, executive secretaries and manpower, chairpersons and members of subcommittee delegations, technical advisory groups, work groups, groups of experts and the like. Implementation is expected to require substantial resources and sustained participation by the OAS member States.
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