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1. Background and Objectives

The V Subregional Course on Port Security was conducted in compliance with the Organization of American States (OAS) training program approved for 2000 by Resolution CECIP/RES.2(I-99), Work Plan 2000 for the Subcommittee on Port Training. This program was financed by the Special Port Program of the Inter-American Committee on Ports (CIP).
The objectives of the training are to reduce port and cargo security vulnerabilities of the ports in the Caribbean Region.
The V Subregional Course on Port Security received essential and valuable support from the Saint Lucia Air and Sea Ports Authority, which co-sponsored the event and furnished the necessary logistical support.
2. Venue and Date 

The course was held in the Rex Saint Lucian Hotel in Castries, St. Lucia, from June 26-30, 2000. The Port of St. Lucia, Castries, was the site for one day’s lesson plan
   3.   Participants
The course was attended by 29 port security officials from the following OAS member countries: Antigua and Barbuda, Bahamas, Barbados, Dominica, Grenada, Guyana, Jamaica, St. Kitts and Nevis, St. Vincent and the Grenadines, and Trinidad and Tobago. The British Virgin Islands and Curacao also participated. A full list of participants is attached in Appendix A of this report.
4. Schedule 
The course program is contained in Appendix B.
5. Documents 
During the course, instructional material pertinent to the topics was distributed among the participants. Appendix C contains a list of these documents.
6. Proceedings 

The course consisted of an opening session, plenary training sessions, and a closing session.
Opening Session Proceedings
The course had a full schedule of training sessions organized by the Maritime
Administration of the U.S. Department of Transportation. The instructors were: James Romito, Chief, Headquarters Support Section, Port Authority of New York/New Jersey Police; Jim Jackson, Senior Customs Inspector, U.S. Customs Service – Miami; and Robert Caron, Detective Lieutenant, Criminal Investigations Bureau, Port Authority of New York/New Jersey Police. The U.S. Coordinator for the Course was Doris J. Bautch, Chief, Division of Ports, U.S. Maritime Administration.
Local coordination was provided by Michael Fedee, Deputy General Manager, Sea Ports, Saint Lucia Air and Seaports Authority, which also provided a supporting secretariat staffed by Claudia Francis.
An opening ceremony was hosted by the Saint Lucia Air and Sea Ports Authority and served as a press conference announcing the commencement of the training course. The panel of speakers included: Senator, The Honorable Calixte George, Minister of Communications, Works, Transport and Public Utilities; Dr. Bernard LaCorbiniere, Chairman, Vincent Hippolyte, General Manager, Martin Carasco, Chief of Ports Police, and Kendra Ferdinand, Saint Lucia Air and Sea Ports; and Doris J. Bautch, Chairperson of the Subcommittee on Port Training, Inter-American Committee on Ports of the Organization of American States.
Dr. LaCorbiniere stated that "Security is not generally one of the major factors considered by strategists and long term planners as likely to impact on a port’s competitive advantage. This view is, of course, erroneous, as one can imagine what the long term consequences to a port with the reputation for being lax in security, might be…port security systems at ports and the bad publicity which results, can do as much or more damage to a port than the lack of proper craneage and berthing facilities. The cost is avoidable."
Introduction and Presentation of Participants
The U.S. Coordinator, Doris J. Bautch, made opening remarks on the importance of port security training, participation/inter-action by the attendees, and introduced the instructors. The course participants briefly introduced themselves.
Throughout the training, multimedia audio/visual equipment was used to deliver presentations in the most effective manner to facilitate learning. The conference room utilized as the classroom for the training was well lighted, adequately spacious, and attractively appointed. The participants sat in a semi-circular table seating. These were important factors in the successful learning experience.
Port Security Training Program
James Romito, Port of New York/New Jersey
Mr. Romito’s overall training included discussions on effective policing in a maritime environment. He discussed the relationship between a port’s security force and other agencies. He advised that there is strength in teamwork and that the security force needs others to accomplish the goals of a security program. The people "we work for are best served" when there is closer coordination.
Interaction with the civilian management of the port is essential. This provides opportunities for better understanding to communicate goals down and challenges up. The security force must communicate with upper management to ascertain that management realizes that security is "not just a bunch of guys protecting cargo." Security impacts on the economic viability of the port and the surrounding community.
It is also essential to work with carriers such as Sealand-Maersk and Tropical Shipping and their security forces. There is value in networking with carriers and trading information, preferably in informal situations. Romito suggested to the participants that they invite carriers to meet with them and learn about their operations. Interest by port security sends a positive signal to the carriers and improves working relationships. It also indicates sensitivity to their needs, which may result in training opportunities for the port security force. Interactions with carriers at all levels, including the owners, may lead to approval by the carriers to investigate crews’ quarters for contraband.
Because the tourism industry is so important in the Caribbean, Romito suggested that Caribbean countries "lean-on" the cruise lines to assist in improving port security. This may include adding x-ray machines, canines, etc.
Another source of potential assistance to the port is insurance companies (i.e., major insurance companies that insure cargoes). Because their goal is to reduce cargo losses, it is in their best interest to know that a port has a security plan/strategy. It is incumbent on the security staff of the port to learn who these insurance companies are and what their claim procedures are. Insurance companies should be enlisted to work with the port’s security force which may result in additional training provided by these companies.
The most valuable component of the security system is its people, according to Romito. He advised that ports can have all the sophisticated equipment but without people, the equipment is ineffective. Give more latitude to port security officers to become more effective; make the job interesting thereby increasing morale. This can be accomplished in a number of ways. Establish a routine for officers to regularly work with the tenants by holding meetings to exchange information and to learn each others’ business. What can you offer to show that you care; show "what’s in it" for the tenants. This can be a win-win because both morale and community relations improve. This results in a positive impact on the port (i.e., productivity increases thereby increasing cargo flow through the port).
Another morale booster is recognition. Typically, the port security force does not receive recognition within the port management structure. Therefore, the director of the security force must recognize individuals and publicize this recognition.
The security force must move from being reactive to being proactive. This includes getting to know the port’s management, industries utilizing the port, port tenants, Customs, and local police. Romito made several recommendations to further enforce the reactive mode: develop a strategic plan, develop a public relations piece to distribute to tenants, carriers, etc.; perform, provide, and discuss security surveys for port tenants; develop a newsletter; hold public meetings and have a member of the security force discuss duties. Being proactive also requires a need to work with the security forces of the other islands in the Caribbean and to develop a regional port security organization.
Romito suggested the establishment of an Incident Command System (ICS) which can be adaptable to any emergency to manage and mitigate incidents. The ICS has a Unified Command Structure and is built around five major management activities: COMMAND (control), OPERATIONS (how to), PLANNING (development), LOGISTICS (equipment/people), and FINANCE/ADMINISTRATION (funding). It utilizes business management principles such as planning, directing, organizing, communicating, coordinating, evaluating, and delegating.
COMMAND function sets up the action plan, sets objectives and priorities. It has overall responsibility at the incident or event. The OPERATIONS function develops the objectives and directs all resources. PLANNING develops the action plan, collects and evaluates information, and maintains resource status. LOGISTICS provides support to meet incident needs and provides all resources/other services to support the incident. (The key word is "support.") FINANCE/ADMINISTRATION monitors all costs related to the incident. It provides accounting of procurements, time and manpower recording, and cost analysis for the entire incident.
Romito made recommendations to improve the security of the port. To enlist the support of every employee in the security program, he suggested establishing a "Crime Watch" within the port. Port personnel would be rewarded monetarily for providing information on cargo crime. Identification (ID) systems are essential. These could include color coded IDs to easily pinpoint which areas within the port a person can visit. A "Challenge System" should be instituted whereby employees challenge those who are not wearing IDs or are visiting unauthorized areas. Ports should be aware that 80% of the port employees create problems. Therefore, make it as difficult as possible for them to steal. For example, backpacks should be banned because they can be used to pilfer or to carry contraband.
Fencing around the port requires a ten foot buffer zone. Space is at a premium at island ports, therefore, a ten foot buffer may not be possible. Alternatives include a 15 foot fence instead of an eight foot fence or construction of a double fence. To discourage pilferage, containers should be stored with the doors facing away from fences, and breakbulk should be stored away from fences.
· Ensure that human resources identify with the port’s mission 

· Control access to the ports 

· Deter parking on the docks (for security and safety) 

· Develop an identification plan 

· Improve lighting 

· Limit the number of people in specific areas 

· Post signs 

· Provide training (convince management that there is a return on its investment when personnel are properly trained) in 

a) narcotics                            b) weapons
c) explosives                          d) documentation
e) counterfeit money
Romito stressed the importance of information sharing among the Caribbean countries. He suggested developing a formal system (i.e., task forces) to advise one another of narcotics arrests. In the Caribbean there are multiple agencies with the same goals. Therefore, joining forces will increase the strength of efforts throughout the Caribbean. The positive effects will include:
· Establishing clear goals 

· Pooling information 

· Maximizing resources 

· Developing cost effectiveness 

· Enhancing authority 

· Boosting morale 

· Establishing a dedicated mission 

The negative effects may include:
· Confusion 

· Confidentiality 

· Assimilation of agencies into the task force 

Romito suggested that ports tap into the already established Customs intelligence network in the Caribbean. He also suggested developing an automated format incident report, establishing security levels such as "read only" to look at information or to query.
Knowing and understanding the international business process can prove to be beneficial to a port’s security force. This process includes:
 

buyer > letter of credit > bank > shipper
The bill of lading can provide information beneficial to a port’s security force. This includes container numbers that can be checked against the containers on the dock.
Security forces are essential to the overall economy of the port. Accordingly, security offices should be recognized and rewarded for their efforts. According to Romito, the "most valuable resource is the people working for you."
Jim Jackson, U.S. Customs Service
Mr. Jackson is a member of the U.S. Customs Interdiction Team for drugs, narcotics, and terrorists. The ultimate mission of a country’s Customs, he stated, is to protect the revenue of the country. He discussed activities of U.S. Customs which may be applicable to the Caribbean countries.
U.S. Customs uses x-ray technology, density meters, swabs, and drills in its interdiction efforts. However, none of the technology is any good without effective human resources. While inspections are not 100%, Customs usually inspects for first time shippers. Jackson displayed overheads of the different varieties of seizures made by Customs from throughout the Western Hemisphere. Some of these included:
· Coke imbedded in concrete fence posts, aluminum ingots, drinking glasses, blocks of beeswax, pottery, roofing tiles, transformers, aircraft engines 

· Marijuana in scrap metal, steam boilers, wooden pallets 

 

The above may be the result of conspiracies, such as consignee conspiracy in which the shipper packs the cargo and includes illegitimate cargo within. Or, there may be an internal conspiracy wherein the shipper sends a legitimate container of cargo, but the container is opened along the way and contraband is added.
U.S. Customs must have probable cause (legislated by U.S. Congress) to justify drilling, etc., into cargoes which results in damage. Mere suspicion can result in inspection. After seizures, Customs conducts a post seizure analysis (PSA) which provides input to improving the process.
Jackson suggested that industry partnership programs can be developed utilizing best practices to deter movement of contraband. These may include anti-smuggling coalitions, strategic partnership groups, and voluntary partnerships. He stated that there is "power of partnership in the war on drugs."
A successful partnership is the Carrier Initiative Program. It is a cooperative effort among the U.S. Government, ocean carriers, and shippers. It developed as a result of major fines assessed against carriers who were inadvertently carrying drugs. These fines were assessed for "false manifesting" at the rates of $500 per ounce up to 8,000 pounds, and $1000 per ounce at 16,000 pounds. Under the carrier initiative, carriers must take due care and diligence and be responsible to advise Customs if there is suspicion of something inappropriate. In 1989, this initiative evolved into the Super Carrier Program for highly susceptible areas (i.e., Americas).
Another is the Business Anti-Smuggling Coalition (BASC), which gives businesses the tools to plug gaps in their efforts to deter smuggling. The Americas Counter Smuggling Initiative (ACSI) is an initiative which places U.S. Customs into foreign countries.
Robert Caron, Port Authority of New York/New Jersey
Mr. Robert Caron described the vulnerability of ports to criminal activity and how to assess a port for its vulnerability. His admonition was "to think like a thief." He stated that while high technology is important to deter crime, rules, regulations, and procedures are more important.
Caron stated that it is necessary to secure everything, concentrating on buildings, fences, and the perimeter of the port. At entry points, it is essential for guards to wear uniforms, to know what their duties are, and to be provided with effective communications (i.e., radios). Fences must have a buffer zone without bushes and trees and no pallets or trucks alongside the fence. At a minimum, fences should be eight feet high with a concrete barrier under and two feet of barbed wire on top.
Employee parking within the confines of the port provides opportunities for employee theft (85 per cent of thefts are employee related). Trucks and cars should not be parked in same area. Good lighting of the port is essential; darkness helps thieves. All locking devices should be deadbolt; alarms must be checked periodically. There must be accountability for any and all keys used at the port.
Containers must be stored back to back. Occasionally, trucks should be checked when leaving the port. Documentation must be carefully checked. Because of the ease in duplicating documents today, fraudulent documents may be issued.
A camera system is great but it must be set up correctly and should be a real time 24 hour system. For efficiency, employees should view the monitors for three hours maximum.
Procedures are important, but they must be followed. These may include a reporting system for cargo losses, surveys for tenants, sporadic checks for violations of security procedures. Summons should be issued for a breach of rules. Employee identification tags must be worn at all times; employees should be encouraged to challenge those who do not wear their IDs and be rewarded for challenging.
Caron provided a Security Audits Rating Summary to be used as a guide for the vulnerability assessment of the Port of Castries in St. Lucia. The participants were bused to the port for an on-site, field practical portion of the vulnerability assessment. This activity was arranged and facilitated by the St. Lucia Air and Sea Ports Authority. It was led by Mr. Caron and by Mr. Martin Carasco, Chief of Ports Police of the Sea Ports Authority. After the on-site tour, the participants returned to the classroom to discuss their observations of vulnerabilities and to provide guidance on how they addressed those vulnerabilities at their own ports.
Closing Ceremony and Graduation
The closing ceremony was conducted the evening of the final day of the course and was held in the hotel where the course classroom was located. The program for the closing ceremony was organized and carried out by the St. Lucia Air and Sea Ports Authority. Following a reception and dinner, the gradation ceremony commenced and the participants received their certificates. Mr. Vincent Hippolyte, General Manager, St. Lucia Air and Seaports Authority, awarded certificates of completion to the participants in the OAS V Subregional Course on Port Security.
Conclusions and Recommendations
The following are the conclusions and recommendations presented by the participants as well as the instructors of the course. They are organized according to the major themes to which they pertain.
REGIONAL COOPERATION

The Caribbean countries should work together, share information, develop relationships, engage in joint operations, and exchange security personnel.
Collectively, the Caribbean should work together to disburse criminal elements from the area.
Lines of communication must be opened among the Caribbean countries; use e-mail to communicate.
Provide funding for a Regional Port Security Office.
Form a regional port security organization.
Develop security strategies/plans for the region.
PORT SECURITY MANAGEMENT
Develop and automate an incident report system.
Improve the work ethic.
Security forces must interact with the civilian management of the port.
Work with security forces of industry (i.e., ocean carriers).
Supervisors must motivate their personnel!
Introduce a system to praise/reward the port’s security personnel.
Develop community policing (community is the port).
Perform feasibility studies for short and long term efforts and to address cost effectiveness.
Hold weekly meetings of the security staff; distribute minutes to all port personnel.
Meet with tenants; they have a different view.
Communicate down the chain (chief>supervisor>team leaders>employees).
Share information with security personnel of cruise ships.
Utilize a reading file for all employees to review.
PORT SECURITY STANDARDS AND BEST PRACTICES
Establish standards based on successful port practices.
Use International Maritime Organization (IMO) security standards.
Utilize U.S. Customs site surveys.
TRAINING
Send island security personnel to U.S. law enforcement schools for training; use these students as island to island trainers.
Hold joint training within the islands.
Secure funds for training of security personnel.
OAS should institute a Port Security Inspection Team with representatives from each country who can become experts and then serve as trainers for the Caribbean.
Organize a modular training program for ports in each country.
Train entry level personnel and encourage employees to use their training.
Conduct practical exercises.
GENERAL PORT OPERATIONS
All accesses must be occupied by at least one security guard and one security guard must patrol continuously.
Install a port security committee with representatives of harbor authority, government, and ship agents to develop a port security plan.
No taxis and automobiles should be allowed near the ships; institute special parking areas.
Fencing is essential at a minimum of eight feet.
Cruise terminals must have adequate equipment to detect weapons, drugs, explosives, and other illegal goods.
An identification card system should be instituted for cruise passengers.
Combine safety and security (e.g., check safety equipment such as fire extinguishers, certificates of wharf equipment such as cranes, hoisting equipment, etc.)
Inspect and register local boats; drivers must have a certificate of competence.
Containers returned to the port for exportation must be given a 100 per cent check to ensure absence of smuggled goods and drugs.
The chief of security must be at same level as other chiefs within the port management structure for proper communication (i.e., with peers).
