PORT SECURITY ENHANCEMENT ACTIVITIES
 
 
BACKGROUND
 
The cliché is true: On September the 11th, 2001, the world changed drastically.  Out of the infamous attacks there has emerged a heightened sense of recognition for the role that security must play in the post-9/11 world.  This is especially true of the international maritime shipping industry, an industry that accounts for approximately 80% of the world’s trade.  The stability of the world economy rests on the shipping industry, and the stability of the shipping industry, in turn, relies heavily on Port Security.  These facts are especially evident in the Western Hemisphere, where maritime shipping and transportation play an essential role to the healthy development of the economies of CIP member states.  The subject of port security, therefore, is one of extreme relevance to the seafaring members of the OAS.  
 
Spearheaded by the United States, the movement towards the implementation of improved port security measures has gained momentum in the Americas during the months following the September attacks.  Many OAS members have adopted (or are in the process of adopting), new rules and regulations designed to improve security at their nation’s ports.  However, those current and pending port security policies of the United States, more than those of any other OAS member state, stand to have the greatest impact on maritime trade in the Americas.  This is due to the intricate economic relationship that exists between the world’s largest consumer market and the rest of the Western Hemisphere.  The stronger the economic ties an OAS member state has with the U.S., the more that member stands to be affected by U.S. port security laws and policy.  
 
At the global level, the United Nations International Maritime Organization (IMO) is dedicated to the world promotion of environmentally conscious universal standards and practices to ensure safe and efficient maritime shipping and transportation.  As the primary UN forum for port security, IMO findings and contributions are especially relevant to the harmonization of port security efforts around the globe.   
 
The primary goal of this paper is to promote hemispheric awareness of new U.S. port security regulations, policies, legislation, and programs.  Also, the policies, security models, and related security activities of the International Maritime Organization will be examined.  This information is of great value to the Western Hemisphere’s states, in that it may allow such states to more effectively address their compliance with U.S. and international port security law.
 
U.S. CUSTOMS AGENCY
 
The United States Customs Agency is the division of the U.S. Department of the Treasury that is directly responsible for the screening of goods upon their entry into the United States.  As such, no other U.S. governmental organization directly effects the shipping industry more than U.S. Customs.  In 2001 alone, U.S. Customs processed over 25 million entries and more than 214,000 vessels.  That works out to just over 2.1 trillion in goods which were processed at this nation’s ports in 2001.  In terms of value, more than half of incoming goods to the U.S. arrive by ship.[1]  
 
After September 11th, 2001; the focus of Customs shifted from the interception of contraband (drugs, falsified merchandise, etc.) to the detection and prevention of terrorist (i.e. weapons of mass destruction, stowaways) threats.  In an effort to improve the detection of illegal materials and persons smuggled via sea-containers, U.S. Customs has beefed-up agent presence at U.S. ports, and acquired new and highly sophisticated detection equipment such as specialty X-ray and gamma ray machines.  The most innovative new step taken to secure the ports; however, requires the active participation of exporter governments and private sea carrier enterprises.  This step is prevention-based and is manifested in the form of two new U.S. Customs sponsored programs: The Container Security Initiative (CSI), and the Customs-Trade Partnership Against Terrorism (C-TPAT).
 
THE U.S. CUSTOMS CONTAINER SECURITY INITIATIVE (CSI):
The Container Security Initiative, or CSI, was officially kicked-off in January of 2002.  The CSI program represents an aggressive attempt by U.S. Customs to greatly improve detection of sea-bound weapons of mass destruction.  CSI involves the posting of Customs officials at foreign ports around the Western Hemisphere and the world in order to allow for the screening of high-risk U.S. bound cargo containers before they even leave their foreign ports of origin.  
 
So-called “mega ports” handle a great proportion of the world's trade and are the foreign embarkation points for the vast majority of goods shipped to the United States and the world.  Customs initial objective was to implement the CSI program at the world's 20 largest mega ports.[2]  However, due to the high level of interest in the program, Customs officials are now preparing an extended list of CSI-targeted ports.  This new list will add an extra 21 ports in addition to the current 20.  The CSI program's stated goal is "to facilitate detection of potential security concerns at their earliest possible opportunity."[3]  In order to achieve this goal, the program consists of four core elements: 
 
1-     Using automated information to identify and target high-risk containers; 
2-     Pre-screening those containers identified as high-risk before they arrive at U.S. ports; 
3-     Using detection technology to quickly pre-screen high-risk containers; and 
4-     Using smarter, tamper proof containers. 
 
Exactly 14 ports in eight countries have consented to participate in the CSI program.  The following is a list of these ports, along with the 2002 dates in which they agreed to participate: 
Ports of Halifax, Montreal, and Vancouver, Canada (March)
Port of Singapore (June 4)
Port of Rotterdam, Netherlands (June 25)
Port of Antwerp, Belgium (June 26)
Port of Le Havre, France (June 28)
Ports of Bremerhaven, and Hamburg, Germany  (August 1)
Port of Hong Kong, China (September 23)
Ports of Yokohama, Tokyo, Kobe, and Nagoya, Japan (September 26)
Ports of La Spezia and Genoa, Italy (November 7)
 
In addition to the above-mentioned ports, on October 25, 2002 China signed an agreement by which it committed to the gradual phase-in of CSI in other Chinese ports.  At the moment, Port of Rotterdam, and the Canadian ports of Halifax, Montreal, and Vancouver are the only locations to have put CSI into action. The 12 remaining CSI ports, say Customs officials, are slated to begin the program between December, 2002 and March, 2003. 
 
A CSI inspection crew consists of four U.S. Customs agents: two inspectors, one field agent, and one special agent.  The agents use special criterion to determine which U.S. bound sea containers present a high port security risk, and therefore warrant inspection.  In some cases, a country participating in the CSI program may enter into agreement with the United States in order to station their own inspection teams in specified U.S. ports.  Although the CSI program did not originally contemplate this type of bilateral cooperation, U.S. officials say they remain open to the possibility of customs agent exchange.  Canadian Customs and Revenue Agency agents inspect Canadian bound containers in Seattle and Newark/New York, and Japanese agents will soon begin screening containers in California.  The U.S. Customs Commissioner, Robert Bonner, examines each agent exchange petition on a case by case basis.
 
The CSI program represents a tremendous opportunity for the ports of this hemisphere and the world to greatly improve sea-container security.  Through greater cooperation in this area, ports substantially improve safety levels while providing for a more stable and reliable maritime shipping industry. 
 
CUSTOMS-TRADE PARTNERSHIP AGAINST TERRORISM (C-TPAT):
The C-TPAT program promotes private sector establishment of minimum levels of importer security in exchange for facilitated entry of goods into the United States.  The program was announced by Customs in April of 2002, “in an effort to protect the security of cargo entering the United States while improving the flow of trade.”  The program is open to all classes of importers, be they land, sea, or air enterprises.  The requirements for entry into the program are the same for all classes of importers.  The importer must sign an agreement in which it commits to: 
 
1-     Conduct a self-assessment of supply chain security using C-TPAT guidelines,
2-     Answer a supply chain questionnaire, 
3-     Develop and implement a program to enhance supply chain security in accordance with
       C-TPAT guidelines, and
4-     Work towards implementing C-TPAT guidelines in its relationships with other companies.
 
The company in question will be considered admitted to the program as soon as it signs the agreement and completes within 60 days thereafter, the required Supply Chain Security Profile Questionnaire (2).  This questionnaire is not so much a “questionnaire,” as it is a detailed report of the existing security conditions of the company in question.  The company is asked to examine its present security situation in the report, and, based on C-TPAT recommendations (air, land, or sea), include information regarding changes that will be made to improve security accordingly.
 
The following is a summary of the C-TPAT recommendations for Sea Carriers:
 
Conveyance Security: Vessel integrity should be maintained to protect against the introduction of unauthorized personnel and material.  Conveyance security should include the physical search of all readily accessible areas, securing of internal/external compartments and panels.
 
Access Controls: Unauthorized access to the vessel should be prohibited.  Controls should include positive identification of all employees, visitors, and vendors.  
 
Procedural Security: Procedures should be in place to protect against unmanifested material being introduced aboard the vessel.  Security procedures should provide for complete, accurate, and advanced lists of crews and passengers.  Cargo should be loaded and discharged in a secure manner.
 
Manifest Procedures: Manifests should be complete, legible, accurate and submitted in a timely manner pursuant to Customs regulations.
 
Personnel Security: Employment screening, application verifications, the interviewing of prospective employees and periodic background checks should be conducted.
 
Education and Training Awareness: A security awareness program should be provided to employees including recognizing internal conspiracies, maintaining cargo integrity, and determining and addressing unauthorized access. 
 
Physical Security: Carrier’s buildings should be constructed of materials, which resist unlawful entry and protect against outside intrusion.  Includes adequate fencing, lighting, and locking devices.
 
C-TPAT was created to facilitate U.S. government-importer cooperation in the security arena.  Customs is aware of importer economic concerns, and for that reason stresses that C-TPAT recommendations are just that:  Recommendations.  Each enterprise is urged to subjectively examine its unique security needs and possibilities, when implementing the program.  The benefits of C-TPAT include: 
-         A specialty Customs account manager for each company to facilitate the importation process
-         Participation in Customs-sponsored security seminars and instruction
-         Reduced level of cargo examinations
 
The C-TPAT program works hand in hand with CSI and other related U.S. Customs Agency programs including the Carrier Initiative Program, Super Carrier Initiative Program (SCIP), and the Business Anti Smuggling Coalition (BASC).  Although the participation of an importer in the C-TPAT program in no way guarantees a “green-light” from Customs at American ports, shipments from a company that does enroll in C-TPAT will certainly be subject to less scrutiny.  C-TPAT currently boasts over 800 land, air and sea import participants.
 
NEW MANIFEST REGULATIONS:
As of January 1, 2003, "all sea carriers will be required to provide cargo manifests 24 hours prior to the lading of the cargo at foreign ports for shipment to the United States."  The new regulations were announced  on October 30, 2002 by U.S. Customs Commissioner Robert C. Bonner.  The new requirement has been in the works since August of this year, when Customs submitted the regulation to industry leaders for comment.  In accordance with carrier concerns and observations, the rule was amended to exempt vessels carrying bulk cargo.         
        
 
U.S. LEGISLATION:
"MARITIME TRANSPORTATION ANTITERRORISM ACT OF 2002"
 
The United State's Federal Congress has been interested in passing a new and comprehensive port security bill since before the September 11th attacks.  The "Maritime Transportation Antiterrorism Act of 2002" (S.1214), was originally introduced in the Senate in July of 2001 as "a bill to amend the Merchant Marine Act, 1936, to establish a program to ensure greater security for United States seaports, and for other purposes."[4]  After more than a year of congressional wrangling and funding compromises, the bill was approved by the United States Congress (November 14, 2002) and is poised to be signed into law by the president before the end of the year.
 
The bill consists of five major sections, or titles: I-Maritime Transportation Security; II-Maritime Policy Improvement; III-Coast Guard Personnel and Marine Safety; IV-Omnibus Maritime Improvements; and V- Authorization of Appropriations for the Coast Guard.  Although the official short title of the bill would suggest otherwise, the bulk of the legislation deals with U.S. Coast Guard administrative and policy questions generally unrelated to maritime antiterrorism measures.  Title I is the section of the bill which provides for heightened port security.  Of the eight sections in Title I (101-108), section 101 amends federal law to provide for new federal actions to thwart the possibility of a sea-based terrorist attack.  The provisions stand to significantly affect foreign ports which accommodate ships en route to the United States.  
 
U.S. ASSESSMENT OF FOREIGN PORTS:
The bill establishes that the Secretary of the U.S. Department of Transportation (DOT), in consultation with various U.S. agencies, foreign governments, and vessel operators, conduct terrorism vulnerability assessments of the foreign ports from which vessels depart for the United States.  The Secretary may also asses any other foreign port he believes poses a high terrorist threat.  Such foreign port assessments include the evaluation of the following areas:
 
1-     Containerized cargo and baggage screening,
2-     Security measures to restrict access to vessels, cargo, and the dockside areas,
3-     On-board security,
4-     Security standard compliance licensing/certification,
5-     Security management programs,
6-     Other appropriate measures to deter terrorism against the United States.    
 
If the assessment reveals that a foreign port does not maintain effective antiterrorism measures, the Secretary will notify the port in question of the findings, and recommend necessary steps be taken to alleviate the situation.  The foreign port will then have 90 days to modify its security plan.  If, after that time, the port is still considered a risk, the U.S. government may: 
 
Prescribe conditions of entry into the United States for any vessel arriving from that port, or any vessel carrying cargo originating from or transshiped through that port; and deny entry into the United States to any vessel that does not meet such conditions.[5]
 
The bill does not specify a foreign port assessment timeline, nor is the text explicit as to how the assessments will be carried out.  Staffers at the office of Senator Fritz Hollings (the bill's primary sponsor) note that these determinations will be made by the U.S. Department of Transportation (DOT), and that it is understood that DOT will accept a port's new or existing self security assessments, in many cases.  
 
OTHER SECURITY MEASURES:
Among the other antiterrorism provisions of the bill:
 
-        Commercial vessel operators must provide passenger and crew manifests prior to entry into the  U.S.;
-        Commercial vessels must notify the Coast Guard not later than 96 hours before entry into U.S. waters and provide cargo manifests;
-        Coast Guard jurisdiction is extended from 6 to 12 miles; 
-        Coast Guard will utilize more "sea marshals", and at-sea inspections. 
 
 
 
 
THE INTERNATIONAL MARITIME ORGANIZATION
 
The United Nations International Maritime Organization, (IMO), was created in 1958.  Its goal is “to provide machinery for cooperation among Governments in the field of governmental regulation and practices relating to technical matters of all kinds affecting shipping engaged in international trade; and to encourage and facilitate the general adoption of the highest practical standards in matters concerning maritime safety, efficiency of navigation and prevention and control of marine pollution from ships.”[6]  The IMO has 162 members, including all OAS member states.  The IMO consists of an Assembly, a Council, and four Committees: the Maritime Safety Committee (MSC), Marine Environment Protection Committee (MEPC), Technical Co-operation Committee, and the Facilitation Committee.  There are also various Sub-Committees.  The Assembly is the Organization’s highest organ, comprised of all Member States, and meets every two years.  The Council is the executive organ of the Organization.  The Assembly elects its members for two-year terms.  
 
The Maritime Safety Committee (MSC), is the organ with which we are here concerned.  It is the highest technical body of the IMO, and consists of all member states.  The function of the MSC is “to consider any matter within the scope of the Organization concerned with aids to navigation, construction and equipment of vessels, manning from a safety standpoint, rules for the prevention of collisions, handling of dangerous cargoes, maritime safety procedures and requirements, hydrographic information, log-books and navigational records, marine casualty investigations, salvage and rescue and any other matters directly affecting maritime safety.”[7]  MSC’s contributions to the maritime safety arena include extensive work realized on the International Convention for the Safety of Life at Sea (SOLAS), and advances in the areas of navigation aids, hazmat shipping, and high-sea safety procedures and requirements, among others.  Since September 11, 2001; however, the scope of MSC activities has been expanded considerably to include the urgent issue of port security.
 
During the 22nd Assembly of the IMO, held in November 2001, the IMO adopted a resolution calling for “a review of existing international legal and technical measures to prevent and suppress terrorist acts against ships at sea and in port and improve security aboard and ashore.”[8]  The assembly agreed to hold a special Maritime Security Conference in December of 2002 to finalize this goal.  The Special Conference will be held alongside the regular session of the MSC.  Special working groups were established to prepare Security Conference proposals.  These proposals deal with new amendments to SOLAS Convention Chapter XI- "Special Measures to Enhance Maritime Safety," and to the International Convention on Standards of Training, Certification and Watchkeeping for Seafarers (STCW). 
 
 
 
MARITIME SAFETY COMMITTEE:
The first of the working groups of this kind held after September 11th took place during February of 2002.  This Intersessional Working Group on Maritime Security (ISWG) made the following recommendations for consideration at the Diplomatic Conference on Maritime Security (December 9-13, 2002):
 
-An accelerated implementation schedule for Automatic Identification Systems on   existing cargo ships
 For all ships of 500 gross tonnage and above, on international voyages.  Current legislation require that all   ships constructed after July 1, 2002 have AIS.         
 
-Amendments to SOLAS chapter XI, including a new proposed International Code for the Security of Ships and Port Facilities
 To contain definitions, requirements for ships and ports supported by a draft International Code for the Security of Ships and Port Facilities.
 
-Proposed new requirements for ship security plans, Ship Security Officer and Company Security Officer
 To provide for mandatory security officers and plans for all ships of 500 gross tonnage and above.
 
-Proposed new requirements for Port Security Officer, port facility security plans and port vulnerability    assessment
 Proposed establishment of stronger at-dock security measures.
 
-Urgent action on a revised seafarer identification document by ILO
 Action to better ILO member Identifications hoped to be taken by the International Labor Organization in June of  2003.
 
-The desirability of transparency of ownership and control of the ship
 The need to publish information on a vessel's cargo, and crew.
 
-Providing a capability for seafarers to activate an alarm in the case of a terrorist hijacking
 Three IMO Sub-Committees were charged with the investigation of this matter.
 
-Inspection of containers and other units of cargo transport
 Recommending the formalization of a World Customs Organization (WCO) agreement.
 
-Maritime security equipment to prevent unauthorized boarding in ports and at sea
 Based on risk assessment.
 
-Technical Cooperation/Capacity building for maritime security
 This ambitious objective, seeks to establish an international infrastructure for the sharing of specific information and technology designed to protect against terrorism.                The program has already been taken up by the IMO's Technical Cooperation Division and includes, among other activities:
 
            • Preparation of a training program workshop outline
            • Development of lesson plans and manuals
            • Sub-regional workshops
            • National workshops
            • Fellowships/ on-the-job training attachments
 
The IMO counts on contributions from private and public sources for this extensive program the additional goal of which is to help member states in the process of adaptation to new security norms established in the 75th MSC Assembly.  
      
-Long-term goals
Includes the review of SUA treaties which deal in part with the legal consequences of terrorist acts; review of port recommendations; and review of IMO/ILO/UN ECE Guidelines for Packing of Cargo Transport Units (CTUs).
 
Continued advances:
During the MSC's 75th session (May 15-24, 2002) the above-mentioned proposals were further elaborated on and authorized.  Special attention was paid to the proposed "International Code for the Security of Ships and Port Facilities."  Also, due to the magnitude of the work load, it was agreed that MSC should establish a second Intersessional Working Group to further prepare these topics for the Diplomatic Security Conference.    
 
The final preparations for the Diplomatic Security Conference were made during the Intersessional Working Group which was held September 9th-13th of this year.  Internationally recognized maritime experts gathered to discuss the IMO's newly established port security objectives.  The sole focus of this working group was to advance preparations with regards to the International Ship and Port Security Code. 
 
INTERNATIONAL SHIP AND PORT FACILITY SECURITY CODE:
The IMO's proposed International Ship and Port Facility Security Code will be presented during the Security Conference this December.  The Code will consist of two major Parts: "A" and "B".  Tentatively, Part "A" of the document is to be made mandatory through amendments to the SOLAS Convention.  Part "B" will serve as a recommendatory guide.  The objectives of the Code are "to establish an international framework involving cooperation between Contracting Governments, Government agencies, local administrations and the shipping and port industries to detect security threats and take preventive measures against security incidents affecting ships or port facilities used in international trade."[9]  The SOLAS Convention currently regulates over 98% of the international shipping industry.
 
 
The Code seeks to establish a systematical approach to port and vessel security based on the correct evaluation of the unique security threats of each port and ship.  Ports and ships will be expected to conduct an extensive evaluation and subsequently classify the situation as a security level 1, 2, or 3.  The levels correspond to a low, medium, and high risk presence, respectively.  Each security level classification carries with it a specific security measure regime which must be implemented.  Additionally, ports and vessels would be required to employ a specific number of official security officers.  These innovative new port security provisions will be subject to adoption during the Diplomatic Security Conference.
 

  



[1]According to U.S. Customs Agency web site statistics (www.customs.ustreas.gov)
[2] The U.S. Customs Agency’s 20 official Mega Ports: 1) Hong Kong; 2) Shanghai, China; 3) Singapore; 4) Kaohsiung, China; 5) Rotterdam, Netherlands; 6) Pusan, Republic of Korea; 7) Bremerhaven, Germany; 8) Tokyo, Japan; 9) Genoa, Italy
10) Yantian, China; 11) Antwerp, Belgium; 12) Nagoya, Japan; 13) Le Havre, France; 14) Hamburg, Germany; 15) La Spezia, Italy; 16) Felixstowe, United Kingdom; 17) Algeciras, Spain; 18) Kobe, Japan; 19) Yokohama, Japan; 20) Laem Chabang, Thailand; 
[3] U.S. Customs web site.
[4] Official Senate Bill website (http://thomas.loc.gov/cgi-bin/bdquery/z?d107:s.01214:).
[5] Official Text, "Maritime Antiterrorism Act of 2002 (S.1214)"- Title I, Sec. 101 [70110 (a)]
[6] IMO web site (www.imo.org).  
[7] Op. Cit.
[8] Op. Cit.
[9] Op. Cit.
 




