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Executive
Summary

The Global Cyber Security Capacity Centre (GCSCC or ‘the
Centre’) undertook a review of the maturity of cybersecurity
capacity in Brazil at the invitation of, and in collaboration
with, the Secretariat of the Inter-American Committee against
Terrorism (CICTE), through its cybersecurity programme, of the
Organization of American States (OAS). The objective of this
review was to enable the Government to gain an understanding
of its cybersecurity capacity, in order to strategically prioritise
investment in cybersecurity capacities.




Over the period 19-20 March 2018, the following stakeholders participated in roundtable
consultations: criminal justice, law enforcement, the defence community, information-technology
officers and representatives from public-sector entities, critical infrastructure owners, policy
makers, computer emergency response teams, information-technology officers from the private
sector (including financial institutions), telecommunications companies, the banking sector and
international partners.

The GCSCC researchers visited Brasilia once again a year later to validate the 2018 results and to
update the draft of the Cybersecurity Capacity Review report accordingly. The data-collection
methodology used in March 2019 was similar to the methodology used the year before.
Stakeholders participating in the focus-group interviews included representatives from academia,
critical national infrastructure operators, telecommunication providers and other private sector
entities, government ministries, the judiciary, law enforcement, the defence community, the
financial sector, computer emergency response teams (CERTSs), the media, the private sector and
civil society.

Both in 2018 and 2019, the consultations took place using the Centre’s Cybersecurity Capacity
Maturity Model (CMM), which defines five dimensions of cybersecurity capacity:

» Cybersecurity Policy and Strategy

« Cyber Culture and Society

 Cybersecurity Education, Training and Skills
 Legal and Regulatory Frameworks

Each dimension is made up of a number of factors which describe what it means to possess
cybersecurity capacity. Each factor presents a number of aspects and for each aspect there are
indicators, which describe steps and actions that, once observed, define the state of maturity of
that aspect. There are five stages of maturity, ranging from the start-up stage to the dynamic
stage. The start-up stage implies an ad-hoc approach to capacity, whereas the dynamic stage
represents a strategic approach and the ability to adapt dynamically or to change in response to
environmental considerations. More details on the definitions of each stage across all dimensions
are provided in the CMM document.!



Figure 1 (below) provides an overall representation of the cybersecurity capacity in Brazil and
illustrates the maturity estimates in each dimension. Each dimension represents one fifth of the
graphic, with the five stages of maturity for each factor extending outwards from the centre of the
graphic; ‘start-up’ is closest to the centre of the graphic and ‘dynamic’ is placed at the perimeter.
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Figure 1: Overall representation of the cybersecurity capacity in Brazil



Cybersecurity Policy

and Strategy

At the time of the review in March 2018, there was no official national cybersecurity document detailing
how to establish co-ordination between key cybersecurity governmental and non-governmental actors.
The lack of collaboration between governmental institutions and the private sector, and the “fragmentation
of responses” were potentially addressed with the Estrategia (2015-2018).2 The aim of the Estrategia was to
detail the strategic guidelines for information and communications security and to co-ordinate these efforts
between the various actors involved in order to mitigate risks to which organisations and society are exposed.
The strategy focused on the FPA with critics highlighting the absence of a central authority to implement
such a systematic and multi-stakeholder approach, as well as the absence of civil-society organisations,
Internet-stakeholders and the general public from the design of the strategy. Regarding the organisation
of the cybersecurity programme, participants expressed their preference for a decentralised model, where
commercial sectors would be overseen by existing regulatory agencies, with a newly established national
agency to co-ordinate efforts.

Following the validation of the focus-group interviews conducted in March 2019, it was confirmed that
the National Cybersecurity Strategy (Federal Decree No. 10.222) was finally adopted in February 2020.3
According to government sources it focuses on ten strategic actions that should guide the FPA to devise its
own actions towards cyber security.

Focusing on incident response, there are many Computer Security Incident Response Teams (CSIRTs),*
ranging from government entities to private sector and academic facilities. Depending on the role of a
CERT, these entities may be involved exclusively in managing the security of systems, enforce cybersecurity
guidelines or be responsible for co-ordinating efforts between national authorities and local levels. The
national CERT (CERT.br) is a body certified by the Forum of Incident Response and Security Teams (FIRST)
and responsible for handling incident reports for the private sector.® The Brazilian Government Response
Team for Computer Security Incidents (CTIR Gov) provides incident response for the FPA while CERTs are
dedicated to specific sectors and critical infrastructure (Cl) stakeholders. Also, there is a military CERT that
protects military networks. All these institutions have clear guidelines and roles regarding incident response;
CERT.br holds the register for national incidents and publishes statistical data of threats and incidents on
an annual basis. All CERTs provide reports through official channels to the CERT.br. Automated systems
following international standards, such as Structured Threat Information eXpression (STIX) and Traffic Light
Protocols (TLP) ensure that threat intelligence is shared to CERTSs that collaborate with the CERT.br. Current
legal efforts focus on streamlining the sharing of threat intelligence between all CERTSs, since not every
private Cl stakeholder is entitled to receive threat intelligence. As the range of Cl stakeholders is expanding,
there is a need for greater participation by research institutions.

The maturity of Brazil's capacity to protect critical infrastructure varies between public and private ClI
operators. All federal institutions are required to conduct cyber-risk assessments, which are updated annually



based on lessons learnt from major events. Public Cl stakeholders comprise telecommunication companies,
transport, energy and financial institutions, all of which co-operate and co-ordinate through formal channels
of communication with the Ministry of Defence. There are clearly defined policies and procedures in place
for all public institutions to follow based on information provided by CERT.br’s situational awareness tool.
Access to such protocols is provided to the Federal Police and to intelligence services to increase co-
operation among ClI stakeholders. The private sector is not currently considered to be part of the country’s
Cl. Since Brazil has endorsed privatisation in critical sectors such as finance, it is imperative that the list of CI
stakeholders is revisited, to consider private institutions. Private institutions do not have any obligations to
inform the Government of a major incident, are restricted from obtaining access to threat intelligence and
are oblivious to risk assessments and processes that the Government has in place for public Cl operators.
Therefore, private institutions need to develop their own internal risk assessments and security policies, the
effectiveness of which will depend on the degree of their maturity. The majority of the participants urged
the Government to create a mechanism to identify the level of maturity in IT governance both in the public
and private sectors, a protocol of communication to distribute alerts across public and private sectors, and
an initiative to evaluate the norms and the standards applied by private and public organisations.

Over the last decade, Brazil has hosted a series of important events and, as expected, the country has
experienced a series of cyber-attacks during these events. The incident-handling processes during these
events demonstrated that critical organisations for cyber-defence are capable of collaborating and
effectively mitigating the impact of these attacks. Organisations that participated in crisis management had
clear roles, there were transparent protocols on how to disseminate information and escalate incidents, and
specific guidance on how to protect systems. However, crisis management processes were tailored to these
specific events. The experience and lessons learnt from these events should underpin current efforts in
crisis management. Crisis-management protocols should be designed, and a network of public and private
organisations should be created to handle crises. Training and exercises on simulated crisis events were
suggested as the optimal way to validate communication protocols, increase cybersecurity awareness and
to test incident-handling processes. Towards that end, participants mentioned the Cyber Guardian exercise,
which uses high-level planning to devise scenarios and simulation platforms for cyber operations that can
emulate critical systems from the finance, nuclear and public sectors.

Regarding cybersecurity governance, the Brazilian Government has assigned the political and strategic
level to the Gabinete de Seguranca Institucional da Presidéncia da Republica (GSI) and the strategic,
operational procedures and cyber defence to the Ministry of Defence. During recent years, the military
has been restructured to fit the needs of an evolving democratic system, with focus on emerging cross-
border threats and internal security events. There is an official cyber-defence document, published in 2012,
and guidelines on cybersecurity policies. The military operates a CERT and provides training regarding risk
management and incident response. Participants suggested that the military possesses both offensive and
defensive capabilities and focuses on the enhancement of defensive measures. They indicated that the
military deploys systems that provide situational awareness and proactively defend against Distributed
Denial of Service (DDoS) attacks or web defacement. There are laboratories to analyse malicious software,
and a significant number of personnel being trained to execute these tasks.

It was not possible to obtain a comprehensive view regarding communications redundancy in the course of
the CMM review. Participants suggested that the public sector has emergency-response assets hardwired
into the national strategy and its emergency communication network, with appropriate resources to
evaluate the current protocols in place for redundancy, evaluate the redundant systems, execute exercises
and perform communication drills. There are multiple crisis centres designated in dispersed geographical
locations to ensure participation of all stakeholders in the event of an emergency. In stark contrast, the
private sector is neglected and is excluded from these plans, with the exception of private CERTs.



Cybersecurity Culture

And Society

Regarding the cybersecurity culture and society dimension, the Government has recognised the
need to prioritise cybersecurity across its institutions. Also, aspects of governmental processes
and institutional structures have been designed in response to risks to cybersecurity, but initiatives
are to be found primarily within leading agencies. Overall, participants noted that the security
culture in Brazil varies across different parts of the country and different sectors of government and
the economy. A concern noted by participants is that governmental structures are very complex.
Therefore, if the maturity of the public sector is being assessed, varying stages can be identified
within different departments. Another concern raised by participants is the lack of a co-ordinating
mechanism to identify the level of maturity within and across government.

Leading firms within the private sector have begun to place greater priority on a cybersecurity
mind-set by identifying high-risk practices. The finance and IT sectors are more advanced in
cybersecurity; as they are more frequent targets, they are investing more in cybersecurity.
Participants informed us that since national banks have begun to take proactive security measures,
criminals have increasingly focused on regional banks and small and medium-sized enterprises
(SMEs). A limited but growing proportion of Brazil's Internet users have begun to place greater
priority on cybersecurity; for example, as by identifying risks and threats. Society as a whole still
lacks a cybersecurity mind-set; users may be aware of cybersecurity risks but they often fail to act
accordingly in their everyday practices. It was mentioned that it is common even for IT experts,
who are aware of risks, to nevertheless click on phishing emails, or to share sensitive information
on social media sites such as Facebook.

Overall, participating stakeholders believe that only a small proportion of Internet users critically
assess what they see or receive online. Similarly, few believe that end users have the skills to use
the Internet safely and to protect themselves online.

Overall, there is a general encouragement for companies to provide online services. E-commerce
service provision is growing and has increased since 2017. In 2017, Brazil (the Brazilian Federal
Police) and Europol signed a strategic agreement to increase co-operation to combat cross-border
criminal activities, which could be considered to be a formal co-operation. A growing proportion of
users trust in the secure use of e-commerce services. The Ministry of Justice has a secretariat that
focuses on consumer rights and e-commerce.



E-government services have also been developing and a growing proportion of users trust in the
secure use of these services. Services such as those for sending Statements of Income Tax and
providing information about Social Security and Government procurement have been available via
the Internet since 1998.

A growing number of users and stakeholders within the public and private sectors are perceived
to have general knowledge about how personal information is handled online and to employ good
(proactive) cybersecurity practices to protect their personal information online. Personal data
regulations that are being discussed in the EU are not in line with those being discussed in Brazil.
Discussions have begun regarding Brazil's approach to the protection of personal information and
about the balance between security and privacy, but this has not yet resulted in concrete actions
or policies.

In Brazil, both the public and private sectors provide some channels for reporting online incidents
but these channels are not well co-ordinated and are generally used in an ad-hoc manner.
Reporting mechanisms have been established for users to report Internet-related crime, and these
are frequently used. SaferNet Brazil provides information on Internet safety and the means to
register complaints via its website. SaferNet Brazil® is a non-profit organisation that was created
in 2005. Also, the Federal Police” has a dedicated page where denunciations can be registered on
its website, and these can also be sent to a dedicated email address. Online illegal content can be
reported to the child and adolescent pornography?® helpline set up by the Government.

All incidents can be reported to the police, while those that are not clearly classified are sent to
the governmental CTIR Gov and are then categorised before being forwarded to the appropriate
institutions. Overall, participants indicated that citizens in Brazil do not have a culture of reporting.
Moreover, it was not possible to identify how often or routinely existing reporting mechanisms
established by the public and private sectors are used.

There is ad-hoc media coverage of cybersecurity in Brazil, with limited information provided and
infrequent reporting on specificissues that individuals face online, such as online child pornography
or cyber-bullying. In addition, participants mentioned that there is limited discussion about
cybersecurity on social media. Generally, the media ignores the technical details of cybersecurity
incidents and has frequently provided arguably incorrect guidance and advice about safe online
behaviour.



ersecurity Education,

Training, and Skills

A national programme for raising awareness about cybersecurity, led by a designated organisation
(from any sector) which addresses a wide range of demographics is yet to be established.

Due to the lack of civil society participants, it was not possible to obtain a clear picture of existing
initiatives aimed at raising cybersecurity awareness.

During the review, the most important awareness-raising body recognised by the participants was
SaferNet Brazil, which is an NGO created in 2005.° It has unique partnerships with the Ministry of
Justice, the Federal Police and the Human Rights Secretariat at the Office of the President of the
Republic and exists to “protect human rights and serve as a Hotline, Helpline and Awareness node
in Brazil.”°

The Internet Steering Committee in Brazil (www.cgi.br) - a multi-stakeholder council
created by Interministerial Ordinance 147 of 31 May 1995 - is the main institution in charge of
promoting Information and Communication Technologies (ICT) security standards and Internet
best practices” and it conducts its activities via the Brazilian Network Information Centre
(NIC.br) (http:/nic.br/quem-somos/).? Based on desk research, NIC.br implements
several initiatives such as Antispam.br® (http:/www.antispam.br/) and InternetSegura.br*
(https:/www.Internetsegura.br/), two portals that are aimed at raising awareness in children and
parents about spam and which disseminate materials about Internet safety.

Regarding raising cybersecurity awareness for executives, participants acknowledged that levels
are often low among senior business management members and that they need to be educated
about how cybersecurity risks affect the organisation. Also, there is no obligation for executives to
attend cybersecurity training, although it is considered to be best practice.

Due to the lack of participation by academia, it was not possible to obtain a clear picture about
cybersecurity education in Brazil. Therefore, the information provided is based on desk research.
The need for enhancing cybersecurity education in schools and universities has been identified by
leading government and industry stakeholders.

The Ministry of Education sets the national curriculum on cybersecurity-related courses and
requirements and standards but the level of development is left to the universities to decide. It is
not regulated by a central agency. The review did not inform if there is any distinct national budget
set aside for cybersecurity education. Similarly, it was not clear from the focus-group discussions
to what extent co-operation exists between the private sector and universities.



Qualifications for and the supply of cybersecurity educators are readily available. In Brazil,
specialised courses in computer science are offered at university level.

The need for training professionals in cybersecurity has been recognised by the Government.
Based on desk research, the Brazilian Internet Steering Committee (CGl.br) (see D 3.1) co-ordinates
training efforts via CERT.br, the Best Practices Portal (BCP.nic.br) and CGSIC. Participants stated
that most of the professionals within the public sector obtain IT professional qualifications from
overseas and receive ICT certificates such as the Certified Information Systems Security Professional
(CISSP), and Certified Information Security Manager (CISM) authorised by international institutions
(International Information System Certification Consortium (ISC)2 and ISACA ®).

The Control Objectives for Information and Related Technologies (COBIT) network has been
accepted as “a de facto standard for good practices throughout Brazil, in private, public and
government organizations.”®



Legal and Regulatory

Frameworks

Brazil does not have an all-encompassing regulatory framework that deals explicitly with
cybersecurity. Despite the efforts to introduce regulation through a binding legislative framework,
cybersecurity legislation in Brazil remains under development. However, several official guidelines
or “soft laws” have been adopted that concern cybersecurity issues.

The Cyber Crimes Act (Law No. 12.737/2012),'¢ also known as the “Carolina Dieckmann Law”, and
the Brazilian Civil Rights Framework for the Internet (Law No. 12.965/2014)" are considered to
be the most relevant and substantive pieces of legislation in place and seek to formally handle
cybercrime offences and provide procedural powers when handling electronic evidence.

The Brazilian Civil Rights Framework for the Internet (Law No. 12.965/2014) (Marco Civil da Internet)
was developed via a multi-stakeholder consultation process in order to regulate the use of the
Internet in Brazil by establishing principles, guarantees, rights and duties for Internet users.

At the time of the reviews, in March 2018 and March 2019, Brazil did not have a specific data
protection or privacy law but relied on various provisions stated in the Federal Constitution,’ the
Brazilian Penal Code,” the Consumer Protection Code?® and the Brazilian Civil Rights Framework
for protecting privacy on the Internet.

Comprehensive legislation for the protection of children online has been adopted and enforced.
Article 241-D of the Statute of the Child and Adolescent (ECA) defines online grooming and sets
a penalty of one to three years of imprisonment.? Some participants criticised this penalty as
being too lenient and raised concern about the lack of comparable legislation to criminalise cyber-
bullying, sexting and accessing or downloading images child-pornography.

At present, Brazil also lacks legislation that deals explicitly with cyber threats to intellectual property
(IP). An exception is the Law on Copyright (Law No. 9.610/1998),22 which guarantees the protection
of any type of intellectual product, irrespective of its being registered or published.?

In December 2019, Brazil started its accession process to the Budapest Convention, as an observer.?*
The regulatory authority for cybercrime is the Ministry of Justice and Public Security.?®* According

to Article 10, Item V of the Law No. 13.844/2019, the Institutional Security Office of the Presidency
of the Repubilic is responsible for other cybersecurity matters.?®



The Federal Police’s Unit for Combating Cybercrime (URCC), based in Brasilia, is the main law-
enforcement actor in charge of fighting cybercrime, and therefore plays a critical operational role
in pursuing cybercriminals both within and beyond Brazil's borders.?”

Based on follow-up interviews, the capacity of prosecutors and judges to handle cybercrime
cases and cases involving digital evidence was considered by the participants to be too ad-hoc
and un-institutionalised. For example, there are no special courts for handling cybercrime cases,
nor specialised training for judges on cybercrime. However, judges receive training as part of the
training held for federal prosecutors.

The authorities in Brazil have recognised the need to improve informal and formal co-operation
mechanisms, both domestically and across borders, but these mechanisms remain ad-hoc. In
particular, the interviewees mentioned that co-operation in the fight against cybercrime is an area
with many difficulties, especially at international level.

Among the various international co-operation channels available, the engagement with INTERPOL,
Ameripol and Europol were described as the most important channels to facilitate cross-border
co-operation and sharing of information.



Standards, Organizations,

and Technologies

The design, adoption and audit of cybersecurity standards varies significantly across the public
and private sectors. Regarding the public sector, there are strict rules that have been converted to
standards since 2001 and apply to Federal Administration. There is a system in place for auditing
and all federal agencies are required to designate a unit to perform auditing. Furthermore, there
is a general controls office that is tasked with designing standards and monitor the progress of all
departmentsintheirimplementation of these standards. Focusing on the private sector, participants
said that the rate of adoption varies between sectors, with finance and electronic communication
companies being pioneers in this area. Certain sectors, such as electronic communications and
finance, have some mandatory security requirements; however, in the majority of the cases, the
driving force for adherence to standards is market demand and business needs. ISO 27001 is the
most frequently adopted framework, with the National Institute of Standards and Technology
(NIST) cybersecurity framework being considered as well. Focusing on standards in software
development and procurement, there are specific guidelines in place for the public sector but the
extent to which these guidelines are related to cybersecurity is not clear. Participants acknowledged
the need for a security-related authority to set standards across all sectors (not only in the Federal
Administration) and to promote adherence to these standards.

Review participants suggested that the Internet infrastructure in Brazil is very resilient. There is
a wide range of public and private internet service providers (ISPs) in Brazil, with varying degrees
of quality, services and pricing. There are regulations imposed by Brazilian Internet Association
(Abranet) but we were unable to interview people from the telecommunications sector in our
review. Based on our desktop research, there exist more than 25 Internet eXchange Points (IXPs),
which are maintained by an overarching project called IX.br. The number of IXPs ensures an
appealing environment for innovation and Internet connectivity, while it increases the resilience
of the Internet infrastructure.

Software quality varies significantly in the public sector depending on whether organisations
are part of the Federal Administration or not. There is an inventory of secure software for the
Federal Administration and networks are monitored for malware. Patching of outdated software
is achieved automatically and there are Key Performance Indicators (KPIs) in place to evaluate
the effectiveness of the patching mechanisms. State Governments do not have a catalogue of
secure software, and patching is not implemented consistently. Regarding the private sector,
software quality depends on the size of the organisation, with corporations in the financial and
telecommunication sectors being more mature.



The adoption of technical security controls in Brazil varies across sectors and organisations.
Participants suggested that the adoption and implementation of controls in government bodies
is very advanced within the Federal Administration but elementary and inconsistently promoted
in State Governments due to financial restrictions, limitations in human resources and a lack of
appropriate organisational structure. There is a strategy for the implementation of controls in the
Federal Government which includes a detailed model for assessing the maturity of organisations,
but the Federal Government has no control over the states and municipalities. In the private sector,
there is an understanding that organisations which are well established adopt adequate technical
controls tailored to their networks. Network-segmentation controls and monitoring tools are
evident in this sector, as well as the use of Intrusion Detection Systems (IDS) and other Security
Information and Event Management (SIEM) tools. Specific organisations have established a CERT
to monitor their networks. Of particular concern, however, is the fact that organisations in the
private sector are not required to share information about incidents with CERT.br and may not
receive threat intelligence.

Brazil has established technical standards for the accreditation of certification authorities (CAs) and
registration authorities (RAs), and provides audits for Root CA and its service providers. Participants
noted that there are very strict requirements both for Root CAs (Level 5) and CAs who handle Public
Key Infrastructure (PKI). In the Federal Government, the Agéncia Brasileira de Inteligéncia (ABIN)
is the accreditation centre for encryption and provides specific rules on how classified information
should be transmitted, the protocol communication for sensitive information (PGP) is used and
how data should be stored and handled. Regarding the private sector, similar observations can be
made. Encryption is mainly considered for critical systems, both for data in transit and data at rest.
We were not able to obtain a clear picture of whether web service providers offer Secure Shell
(SSH) connections between servers and web browsers.

There is a wide range of cybersecurity software products developed in-house by the public sector
as well as by private companies, which even export these technologies to other countries. Similarly,
there is less dependence on foreign cybersecurity technologies. According to participants, the
prevalence of hackersin Brazil hasresulted in an ever-increasing demand for cybersecurity products.
To meet this demand, local companies develop and offer solutions and national security software.
An important factor for the established domestic market is the lack of legislation to protect IP;
the threat of IP theft makes foreign organisations reluctant to sell their software solutions. The
cyber-insurance market offers a range of policies and the demand for these from organisations is
increasing. Usually policies detail situations under which the insurance is valid and, on a positive
note, specify policies that organisations must adhere to in order to be insurable.

A vulnerability-disclosure framework is in place for the Federal Government. Organisations have
established formal processes to disseminateinformation automaticallyand the CERT.brreceives this
information and provides comprehensive reports on how to address incidents. Conversely, private
organisations are excluded from the Government’s threat-intelligence sharing. Moreover, they are
not obliged to report incidents so they tend to conceal any issues that they detect. Considering
the fact that Brazil has started to privatise critical parts of the national infrastructure, participants
urged the Government to acknowledge the important role played by private organisations in
the national cybersecurity strategy, and to grant them access to threat intelligence. There are
various means for citizens to report incidents, either via State Police or via websites. Regarding the
financial sector, banks in particular provide dedicated channels of communication for customers
to report online fraud.



Additional Reflections

This was the 23rd country review, supported directly by the Global Cyber Security Capacity Centre
(GCSCC) at Oxford. This review is intended to assist the Government of Brazil to gain insights into
the breadth and depth of the country’s cybersecurity capacity. This report suggests a number of
specific steps by which Brazil's cybersecurity capacity might achieve greater levels of maturity

and which might contribute to fostering collaboration between private-owned and state-owned
organisations that are part of the Cl.
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Introduction

At the invitation of OAS, the GCSCC has conducted a review
of cybersecurity capacity of Brazil. The objective of this review
was to enable Brazil to determine areas of capacity in which the
Government might strategically invest, in order to improve its
national cybersecurity posture.




Over the period 19-20 March 2018, stakeholders from the different sectors participated in a three-
day consultation process. Additionally, we conducted virtual interviews at a later stage. Data
collected in 2018 was validated through a similar process in March 2019.
« Public sector entities

- Institutional Security Cabinet of the Presidency (GSlI)

- Computer Security and Incident Response Team of Government Networks (CTIR Gov)

- Ministry of Defence

- Brazilian Intelligence Agency (ABIN)

- National Telecommunications Agency (ANATEL)

- Ministry of Transport, Ports and Civil Aviation

- Ministry of Finance

- Federal Data Processing Service (SERPRO)

- Social Security Information Technology Company (DATAPREYV)
- Cyber Defence Centre (CDCiber)

- Brazilian Navy

- Brazilian National Research and Education Network (RNP)
« Criminal justice sector

- Federal Police

- Public Prosecutor’s Office
- Finance sector

- Caixa Econémica Federal

- Critical infrastructure owners

- National Confederation of Industry (CNI)

- Brazilian Association of Information Technology and Communications Companies



« Private Sector
- Opice Blum Advogados Associados (law firm)
- Bialer Falsetti Associados (law firm)
- 1BM
- Concordia Public Affairs Strategies

- Apura Cybersecurity Intelligence

Consultations were based on the GCSCC Cybersecurity Capacity Maturity Model (CMM),? which is
composed of five distinct dimensions of cybersecurity capacity.

Each dimension consists of a set of factors, which describe and define what it means to possess
cybersecurity capacity of each factor. The table below shows the five dimensions, together with
the factors of which they are comprised:

Dimension 1 D1.1 National Cybersecurity Strategy
Cybersecurity
Policy and Strategy

(devising cybersecurity
strategy and resilience)

D1.2 incident Response

D1.3 critical Infrastructure (Cl) Protection
D1.4 crisis Management

D1.5 Cyberdefense

D1.6 communications Redundancy




Dimension 2
Cyberculture
and Society

D2.1 Cybersecurity Mind-set
D2.2 Trust and Confidence on the Internet

D2.3 user Understanding of Personal Information
Protection Online

D2.4 Reporting Mechanisms

D2.5 Media and Social Media

Dimension 3
Cybersecurity
Education,
Training, and Skills

D3.1 Awareness Raising
D 3.2 Framework for Education

3.3 Framework for Professional Training

Dimension 4
Legal and Regulatory
Frameworks

D41 Legal Frameworks
D4.2 criminal Justice System

D4.3 Formal and Informal Cooperation Frameworks
to Combat Cybercrime

Dimension 5

Adherence to Standards
Internet Infrastructure Resilience
Software Quality
Technical Security Controls
Cryptographic Controls
Cybersecurity Marketplace

Responsible Disclosure




Each dimension is composed of a humber of factors, which describe what it means to possess
cybersecurity capacity. Each factor presents a number of aspects and for each aspect there are
indicators, which describe steps and actions that, once observed, define this specific aspect’s state
of maturity. There are five stages of maturity, ranging from the start-up stage to the dynamic stage.
The start-up stage implies an ad-hoc approach to capacity, whereas the dynamic stage represents
a strategic approach and the ability to dynamically adapt or change against environmental
considerations. The five stages are defined as follows:

- Start-up: at this stage either no cybersecurity maturity exists, or it is very embryonic in nature.
There might be initial discussions about cybersecurity capacity building, but no concrete actions
have been taken. There is an absence of observable evidence of cybersecurity capacity at this
stage;

- Formative: some aspects have begun to grow and be formulated, but may be ad-hoc,
disorganised, poorly defined - or simply new However, evidence of this aspect can be clearly
demonstrated;

- Established: the indicators of the aspect are in place, and functioning. However, there is no
well thought-out consideration of the relative allocation of resources. Little trade-off decision-
making has been made concerning the relative investment in this aspect. But the aspect is
functional and defined;

- Strategic: at this stage, choices have been made about which indicators of the aspect are
important, and which are less important for the particular organisation or state. The strategic
stage reflects the fact that these choices have been made, conditional upon the state’s or
organisation’s particular circumstances; and

- Dynamic: at this stage, there are clear mechanisms in place to alter strategy depending on the
prevailing circumstances, such as the technological sophistication of the threat environment,
global conflict or a significant change in one area of concern (e.g. cybercrime or privacy).
Dynamic organisations have developed methods for changing strategies mid-stride. Rapid
decision-making, reallocation of resources, and constant attention to the changing environment
are features of this stage.

The assignment of maturity stages is based upon the evidence collected, including the general
or average view of accounts presented by stakeholders, desktop research conducted and the
professional judgement of GCSCC research staff. Using the GCSCC methodology as set out below,
this report presents results of the cybersecurity capacity review of Brazil and concludes with
recommendations as to the next steps that might be considered to improve cybersecurity capacity
in the country.



During the in-country review, specific dimensions are discussed with relevant groups of
stakeholders. Each stakeholder cluster is expected to respond to one or two dimensions of the
CMM, depending on their expertise. For example, academia, civil society and internet governance
groups would all be invited to discuss both Dimension 2 and Dimension 3 of the CMM.

In order to determine the level of maturity, each aspect gathers a set of indicators corresponding
to all five stages of maturity. In order for the stakeholders to provide evidence on how many
indicators have been implemented by a nation, and to determine the maturity level of every
aspect of the model, a consensus method is used to drive the discussions within sessions. During
focus groups, researchers use semi-structured questions to guide discussions around indicators.
During these discussions, stakeholders should be able to provide or indicate evidence regarding
the implementation of indicators so that subjective responses are minimised. If evidence cannot
be provided for all of the indicators at one stage, then that nation has not yet reached that stage
of maturity.

The CMM uses a focus group methodology since it offers a richer set of data compared to other
qualitative approaches.? Like interviews, focus groups are an interactive methodology with the
advantage that during the process of collecting data and information diverse viewpoints and
conceptions can emerge. It is a fundamental part of the method that, rather than posing questions
to every interviewee, the researcher(s) should facilitate a discussion between the participants,
encouraging them to adopt, defend or criticise different perspectives.?® It is this interaction and
tension that offers advantage over other methodologies, making it possible for a level of consensus
to be reached among participants and for a better understanding of cybersecurity practices and
capacities to be obtained.®

With the prior consent of participants, all sessions are recorded and transcribed. Content analysis
is a systematic research methodology used to analyse qualitative data and is applied to the data
generated by focus groups.3? The purpose of content analysis is to design “replicable and valid
inferences from texts to the context of their use”.?*

There are three approaches to content analysis. The first is the inductive approach, which is based
on “open coding”, meaning that the categories or themes are freely created by the researcher. In
open coding, headings and notes are written in the transcripts while reading them and different
categories are created to include similar notes that capture the same aspect of the phenomenon
under study.>* The process is repeated and the notes and headings are read again. The next step is
to classify the categories into groups. The aim is to merge possible categories that share the same
meaning.?® Dey explains that this process categorises data as “belonging together”.3¢

The second approach is “deductive content analysis”, which requires the prior existence of a theory
to underpin the classification process. This approach is more structured than the inductive method
and the initial coding is shaped by the key features and variables of the theoretical framework.



In the process of coding, excerpts are ascribed to categories and the findings are dictated by the
theory or by prior research. However, there could be novel categories that may contradict or enrich
a specific theory. Therefore, if deductive approaches are followed strictly, these novel categories
that offer a refined perspective may be neglected. This is the reason why the GCSCC research
team opts for a blended approach in the analysis of our data, which is a mixture of deductive and
inductive approaches.

After conducting a country review, the data collected during consultations with stakeholders
and the notes taken during the sessions are used to define the stages of maturity for each factor
of the CMM. The GCSCC adopts a blended approach to analyse focus group data and uses the
indicators of the CMM as our criteria for a deductive analysis. Excerpts that do not fit into themes
are further analysed to identify additional issues that participants might have raised or to tailor our
recommendations.

In several cases while drafting a report, desk research is necessary in order to validate and verify
the results. For example, stakeholders might not be always aware of recent developments in their
country, such as whether the country has signed a convention on personal data protection. The
sources that can provide further information can be the official Government or ministry websites,
annual reports of international organisations, university websites, etc.

For each dimension, recommendations are provided for the next steps to be taken for the country
to enhance its capacity. If a country’s capacity for a certain aspect is at a formative stage of maturity,
then by looking at the CMM, the indicators which will help the country move to the next stage
can be easily identified. Recommendations might also arise from discussions with and between
stakeholders.

Using the GCSCC CMM methodology, this report presents results of the cybersecurity capacity
review of Brazil conducted in March 2018 and March 2019. Data collected in 2019 and 2020 is
marked in blue. Each section of the report concludes with recommendations as to the next steps
that might be considered to improve cybersecurity capacity in the country. Recommendations
were revised and lightly edited, taking into account the outcomes of the 2019 validation workshop.
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Cybersecurity
Contextin
Brazil

The percentage of individuals using the Internet in Brazil has
grown rapidly over the past.decade. Specifically, in 2017, 67
percent of the population were using the.Internet.*”

Such increases in adoption has led Brazil to be ranked sixty-sixth
on the International Telecommunications Union (ITU) Global ICT
Development Index ranking.*® Moreover, according to.the World
Economic Forum? report (2017-2018), Brazil improved: highly-in
the development. of ICT. infrastructure. Following twe_ years of
falling GDP growth and worsening macroeconomic conditions,
Brazil has improved. slightly this. year, bringing. inflation._and
Government deficits back under control. Brazil's greatest
progress comes in the innovation pillar, with upturns in many of
the indicators, indicating an enhanced capacity for innovation,
more industry-university=-business collaboration,a-higherquality
of research, and better-trained scientists and engineers.




Brazil has one of the largest economies in Latin America, representing 40 percent of Latin
America’s GDP.“® According to the “Digital Market Overview: Brazil” report from HM Government,*
cybersecurity is becoming one of the largest markets in the ICT domain because of escalating
cyber-threats in the country.

Broadband investments are important, with a goal to provide broadband coverage in 95 percent
of the municipalities by 2018. There also are 4.5G and 5G opportunities with telecommunications
companies.

During the last decade, Brazil has witnessed a major increase in Internet access and mobile phone
subscriptions with more than half of its population of 200 million people online by 2018. A number
of factors relating to Brazil's improvements in social and economic development are driving these
trends. Not surprisingly, digital empowerment is also accompanied by additional challenges
ranging from mass protest to organised crime. The complex, multi-faceted nature of the “cyber-
threat” - and the way it is interpreted in Brazil - has played a significant role in shaping the country’s
cyber-governance and cyber-security architecture.*?






In this section, we provide an overall representation of the cybersecurity capacity in Brazil. Figure
2, below, presents the maturity estimates in each dimension. Each dimension represents one fifth
of the graphic, with the five stages of maturity for each factor extending outwards from the centre
of the graphic; “start-up” is closest to the centre of the graphic and “dynamic” at the perimeter.
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Figure 2: Overall representation of the cybersecurity capacity in Brazil



Dimension-

Cybersecurity
Policy and Strategy

The factors in Dimension 1 gauge Brazil's capacity to develop and deliver cybersecurity policy and
strategy and to enhance cybersecurity resilience through improvements in incident response,
crisis management, redundancy, and critical infrastructure protection capacity. The dimension also
includes considerations for early warning, deterrence, defence and recovery. It considers effective
policy in advancing national cyber-defence and resilience capacity while facilitating the effective
access to cyberspace that is increasingly vital for government, international business and society
in general.



D 1.1 - National Cybersecurity Strategy

Cybersecurity strategy is essential to
mainstreaming a cybersecurity agenda
across government because it helps prioritise
cybersecurity as an important policy areq,
determines responsibilities and mandates
of key government and non-governmental
cybersecurity actors, and directs allocation
of resources to the emerging and existing
cybersecurity issues and priorities

Stage: Formative - Established

Processes to support the development of a
cybersecurity strategy were initiated in Brazil in
2010 with the “Plano Brazil 2022",%* a document
detailing the strategic plan for Brazil until 2022.
Digitalisation of the economy, freedom of
speech on the Internet and the protection of
the right of public access to the Internet were
key objectives of the plan, the success of which
depended on developing a cybersecurity
strategy. The first attempt for such a strategy
was the GreenPaperon Cyber Securityin Brazil,*
a document approved by the Government
that provided guidance on cybersecurity-
related issues for the state. The need for a
cybersecurity strategy was also highlighted in
the Ministry of Defence’s National Strategy of
Defence,* where cyberspace is recognised as
a fundamental element of the Brazilian military
function. Despitetheimportance of cyberspace,
the defence strategy did not elaborate on
how cybersecurity can be integrated into a
national strategy. The culmination of these
two initiatives was the Estrategia,*® a broader
framework of strategic planning for the
Government of Brazil. Despite all these efforts,
at the time of the review in March 2018,
there was no official national cybersecurity

document, approved by the National Congress
that detailed how to establish co-ordination
between key cybersecurity governmental and
non-governmental actors.

The lack of  collaboration between
governmental institutions and the private
sector, and the “fragmentation of responses”,
were potentially addressed with the Estrategia
(2015-2018). The aim of the Estrategia was
to provide the strategic guidelines for
information and communications security
and to co-ordinate these efforts between the
various actors involved in order to mitigate
risks to which organisations and society are
exposed.” It provided the main principles to be
followed, clear strategic objectives (inter alia,
education of personnel and awareness-raising
of cybersecurity issues, institutionalisation of
cybersecurity policies, research and innovation
in cybersecurity technologies, and strong
security controls for Cl stakeholders), actions
to achieve these objectives and the institutions
responsible for implementing these actions
within predetermined timeframes. The strategy
focused on the FPA of Brazil, which covers
29 Ministries, 6,000 public bodies, more than



1,000,000 employees, 320 digital networks and
12,000,000 websites.*® Critics of the strategy
highlighted the absence of a central authority
to implement such a systematic and muilti-
stakeholder approach.*®

At the time of the review in March 2018,
participants explained that the cybernetic
community, under the Ministry of Defence
and Information Security, was the entity in
charge of cybersecurity in the FPA. Therefore,
an internal inter-ministerial group of more than
15 ministries of the FPA, with the assistance of
a technical committee comprised of members
from the Cabinet of Institutional Security, was
tasked to draft the Estrategia document. The
document was forwarded to 98 organisations
including members of academia, national
confederations, entities from the financial
sector, Cl stakeholders, software-engineering
companies and private ISPs. As participants
noted, more than 200 meetings and events
have taken place thus far to further refine
the document before it was forwarded to
Parliament for approval. It is worth noting
that in our review, we could not corroborate
the participation of private organisations with
people who work in the private sector.

Critics, however, emphasised the absence
of civil society organisations, Internet
stakeholders and the general public from this
multi-stakeholder group.45,During our review,
participants further emphasised the absence
of private sector organisations that should be
considered partof the Clbutare, atthe moment,
neglected by the FPA. Rapid developments in
e-governance, smart cities and innovative ICT
solutions in Brazil have created the groundwork
for fruitful discussions and collaboration
between a wide range of stakeholders
including civil rights organisations, the private
sector and the Government. Currently, the
debate for cybersecurity-related issues
involves governmental officials, the armed
forces, law enforcement, a handful of private

institutions, public Cls and a small number of
academic institutions. Participants suggested
that extending the range of stakeholders which
participateinshapingthe national cybersecurity
strategy, by including civil society and private
organisations, will reassure the community
that the strategy offers a balanced approach
to cybersecurity and will help alleviate fears of
failing to mention and protect human and civil
rights.

Regarding the organisation of the cybersecurity
programme, participants expressed their
preference for a decentralised model, where
commercial sectors will be overseen by existing
regulatory agencies, with a newly established
national agency to co-ordinate efforts.
Participants suggested that the proposed
model is inspired by the EU’s approach, where
the European Union Agency for Cybersecurity
(ENISA) holds the central role in unifying and
co-ordinating efforts across countries. The
participants’ opinion was informed by the
current structure of Brazil, where multiple
autonomous states exist, but the FPA has
responsibility over critical processes in all
states. Participants indicated that the size of
the country hinders co-ordination between the
states and that the key to a successful strategy
is to enhance collaboration across all relevant

public, federal, and private stakeholders
without centralising responsibilities and
initiatives.

Finally, the national cybersecurity strategy
describes a generic framework of critical
actions to implement the main objectives.
However, as participants explained, this
framework provides the mandate to authorities
to design actions and details the deadlines for
the main objectives. This is due to the fact that
the strategy itself must be concise, be voted on
by Congress, and will not be updated regularly.
A more elaborate strategy with specific actions
would require more political liaison.



Results from the validation process conducted
in March 2019:

During the March 2019 validation focus-
group interviews, the participants informed
the researchers of the National Information
Security Policy (Politica Nacional de Seguranca
da Informagdo) published in a form of the
presidential decree (No. 9.637) in December
2018.5° The policy served as a foundation for
the National Cybersecurity Strategy which was
published in 2020.5 The outline of the National
Cybersecurity Strategy was elaborated on in
the National Information Security Policy.5? This
policy promised an inclusive drafting process
involving the participation of the multitude of
stakeholders;%* private sector has reportedly
already been consulted.

Government feedback provided in 2020:

Following the validation focus-group interviews
conducted in March 2019, the National
Cybersecurity Strategy (Federal Decree
No. 10.222) was finally adopted in February
2020.5%* The Decree “creates centralised

governance model at the national level to
promote co-ordination among different actors
related to cybersecurity, establish a national
cybersecurity council, and encourage internal
cybersecurity compliance checks on public
and private entities.”® Furthermore, it “requires
the notification of cybersecurity incidents
against critical infrastructure to the Brazilian
Government Response Team for Computer
Security Incidents.”*® According to government
sources it focuses on ten strategic actions that
should guide the FPA to devise its own actions
towards cybersecurity. The new developments
(since2018) withregardsto Brazil's cybersecurity
strategy indicate a “Formative to Established”
stage of maturity.

Similarly, it was clarified that according to
Article 10 of the Law No. 13.844 (June 2019) the
co-ordination and supervision of information
security activity within the scope of the FPA is
the responsibility of the Institutional Security
Office of the Presidency of the Republic.5? While
cyber-defence actions fall under the authority
of the Ministry of Defence.



D1.2 - Incident Response

This factor addresses the capacity of the
Government to identify and determine

characteristics of national level incidents
in a systematic way. It also reviews the
Government's capacity to organise, co-
ordinate, and operationalise incident
response.

Stage: Established - Strategic

There are a multitude of Computer Security
Incident Response Teams (CSIRTs), which range
from government entities to private sector
and academic institutions. Figure 3: Number
of CERTs in Brazil illustrates geographically
where CERTs are based in Brazil. Depending
on the role of a CERT, these entities may be
involved exclusively in managing the security
of systems, enforcing cybersecurity guidelines
or be responsible for co-ordinating efforts
between national authorities and local levels.
Internet-service initiatives are co-ordinated
by the CGl.br and its executive branch, NIC.br.
These two authorities oversee the operations of
the national CERT.br, which is certified by FIRST
and is responsible for handling incident reports
for the private sector. Another institution, CTIR
Gov, also acts as a CSIRT at the national level by
providing incident response for the FPA while
there are CERTs dedicated to specific sectors
and CI stakeholders. Finally, there is a military

All these institutions have clear guidelines and
roles regarding incident response and their
maturity in this factor is at the established level,
with certain indicators from the strategic level
being present. The CERT.br holds the register
for national incidents and publishes statistical
data of threats and incidents on an annual
basis. Similarly, CTIR Gov conducts the same
activities for the FPA and also provides alerts
and recommendations on its website (https:/

CERT protecting military networks.

Figure 3: Number of CERTs in Brazil®®

www.ctir.gov.br/). The classification schemes
used for incident-handling are constantly
updated to capture novel attacks and to share
knowledge gained from these attacks more
efficiently. Furthermore, all incidents are
automatically incorporated into a database
which supports business intelligence (BI)
software. As suggested by the participants,
this software uses visualisations to allow high-
ranking officials to have access to relevant



information “with a single click”. Participants
mentioned that when a national incident
occurs, both the public and private sectors are
involved in response procedures. There is also
support from ABIN, which is the intelligence
agency, as well as the Federal Police.

AllCERTs providereports tothe CERT.brthrough
official channels. Automated systems following
international standards, such as STIX and
Traffic Light Protocols (TLP), ensure that threat
intelligence is shared to CERTSs that collaborate
with the national CERT. These systems also
facilitate communications with international
CERTs. Participants mentioned, however, that
for bureaucratic reasons, the use of email is
preferred for unofficial exchanges of threat
intelligence with international partners. The
CERT.br is a member of the FIRST community
and frequently participates in events hosted by
FIRST and the OAS.

Despite the automated systems in place,
participants suggested that the response time
from receiving intelligence, understanding
the information and acting on it could be
improved if CERT employees attended events
and collaborated more closely to foster trust.
Current legislative efforts focus on streamlining
the sharing of threat intelligence between all
CERTs, since not every private Cl stakeholder is
entitled to receive threat intelligence. Because
the range of Cl stakeholders is broadening and
the sharing of trustworthy information is more
complex, there is a need for major participation
by research institutions. There are initiatives
aimed at providing CERTs with better situation
awareness, and with artificial intelligence
utilised by various tools to provide insights
based on correlation of events.

Regarding public CERTs, each of these is
required to create a technical team to handle
incidents and has clear instructions and policies
on how to respond to different situations.
Established points of conduct and specific
procedures for preserving and storing evidence

also exist. There are innovative systems in
place to identify hacking activities, search for
conversations on the dark web, prevent attacks
of webpages and capture, in real-time on social
media, content relevant to evolving attacks.
Finally, two major projects funded by the
national CERT aim to increase the capability of
incident detection, event correlation and trend
analysis (a “distributed honeypots” project),
and to obtain details of spamming activity
(“SpamPots”). For the needs of these projects,
the CERT.br has established honeypots in more
than 10 countries and frequently produces
reports and academic publications with
analyses of the data.

SERPRO, one of the largest government-owned
corporations of IT services in Brazil, operates
a CERT that has institutionalised incident-
response procedures. These comprise a team
responsible for network-level co-ordination, a
team tasked to conduct penetration testing and
another one performing network hardening.
There are state-of-the-art laboratories for
malwareanalysisand systemsinplacetosanitise
networks, to act proactively by anticipating
events and to predict vulnerabilities.
Furthermore, there are internal processes for
risk analysis, and maturity models to indicate
how effectively an incident is being handled.
SERPRO also maintains a direct telephone
line that links several government bodies. In
addition, there is an email group for public
administration authorities and a discussion
group where incidents are analysed. Finally,
intelligence on hacking activities is gathered
by SERPRO experts who have infiltrated hacker
forums around the world.

Regarding education, there is a wide range of
courses offered by CERTs as well as a number
of awareness campaigns aimed at informing
citizens. The CERT.br offers professional
training programmes certified by CMU CERT,
and methodologies proposed by FIRST. There
is also a portal to promote best practices for
system administrators®® and a guidebook on



how Internet users can protect themselves
online.®® SERPRO also offers best-practice
seminars, technical courses for CERT analysts,
and holds weekly events to educate users
about contemporary threats and fake news.

Results from the validation process conducted
in March 2019:

Brazil has opted for a decentralised structure of
incident response capacity. The co-ordination
role among the 42 CERTs® in Brazil is entrusted
tothe CERT.br.52 The latteris alsoresponsible for
co-ordinating international incident response
activities.®®

In addition to this, CERT.br is responsible
for fostering the co-operation among the
members of the national network of CERTSs.
Accordingly, CERT.br assists newly-established
CERTs to develop their incident-handling
capacity through various meetings, training,
and presentations at conferences. It also
organises the annual CSIRTs Forum (Férum
Brasileiro de CSIRTs) and specialised courses
(e.g. “Overview of Creating and Managing
CSIRTs", “Fundamentals of Incident Handling”,
“Advanced Incident Handling for Technical
Staff” etc.) in Brazil®® as overseas.®® CERT.
br's international engagement also includes

its partnership with the Carnegie Mellon
University’'s Software Engineering Institute
(CMI CERT), and the Anti-Phishing Working
Group as well as its role as co-ordinator for the
SpamPots project, gathering and analysing
data on the abuse of the Internet infrastructure
by spammers from low-interaction honeypot
sensors in 11 countries.®®

Government feedback provided in 2020:

Following the validation focus-group
interviews conducted in March 2019, it was
clarified that Brazil has more than one CSIRT
for its national operations: CTIR Gov and CERT.
br. CTIR Gov co-ordinates activities related to
the prevention, handling and response to cyber
incidents related to the CSIRTs of the FPA. Also,
each FPA entity must have its own CSIRT and
IT body responsible for such interference. CTIR
Gov, being a CSIRT of national responsibility,
also handles requests for international co-
operation on cyber incidents. CERT.br, on the
other hand, is a body certified by FIRST and
is responsible for the private sector. It should
be noted that due to the collaborative nature
of the work, in practice, the boundaries of
competence between the CSIRTs is not strict
in order to avoid jeopardising the prevention,
handling and response to cyber incidents.



D 1.3 - Critical Infrastructure (Cl) Protection

This factor studies the Government’s capacity
to identify Cl assets and the risks associated
with them, engage in response planning and
critical assets protection, facilitate quality
interaction with Cl asset owners, and enable
comprehensive general risk management
practice including response planning.

Stage: Established

The maturity of Brazil's capacity to protect
critical infrastructure differs between public
and private Cl stakeholders. Participants
suggested that for publicly-operated segments
of the CI, the Institutional Security Cabinet
of the Presidency (GSl), in collaboration with
the Ministry of Defence, has a detailed list of
Cl assets and performs audits on a regular
basis. Risk assessments consider the impact
of attacks on CIl assets for national defence.
All federal institutions are required to conduct
internal cyber-risk assessments, which are
updated annually based on lessons learnt from
large incidents.®” It was noted that the website
of the Information Security Department (DSI)
of GSI (http://dsic.planalto.gov.br) also gathers
all national legislation regarding information
security. Public CI stakeholders include
telecommunication companies, transport,
energy and financial institutions, all of which
co-operate and co-ordinate through formal
channels of communication with the Ministry of
Defence. There are clearly defined policies and
procedures in place for all public institutions
to follow based on information provided by
the national CERT's situational-awareness
tool. Access to such information is provided
to the Federal Police and to intelligence
services to increase co-operation and incident
handling among CI stakeholders. All protocols,

procedures and risk assessments are annually
assessed by a cyber-defence working group.
This group has members from the management
level chief information officers (ClOs), as well
as technical members, and has identified
processes on how to incorporate lessons
learnt to enhance the protocols and systems
currently in place. Participants commented
on the oxymoron that lessons learnt are
based on major incidents that helped to refine
significantly the current protocols: the lack of
a major incident over the last couple of years
has hindered the constant refinement of these
protocols.

Participants reported that at the moment,
the private sector is not considered part of
the country’s CI. Since Brazil has endorsed
privatisation in critical sectors such as finance,
it is imperative that the list of Cl stakeholders is
revised to consider private institutions. Private
institutionsareundernoobligationtoinformthe
Government of a major incident, are restricted
from obtaining access to threat intelligence
and are oblivious to risk assessments and
processes that the Government has in place for
public Cls. They therefore need to develop their
own internal risk assessments and security
policies, the effectiveness of which will depend
upon the degree of their maturity. Well-



established organisations have the resources
to develop their internal cybersecurity policies,
but participants expressed concerns for
the capacity of SMEs and of the majority of
organisations in the private sector in general.

A characteristic example of an important
stakeholder being overlooked is SERPRO
which is currently not considered part of the CI.
As participants noted, all risk assessments are
conducted from a business perspective and do
not consider the impact on national defence.
There are internal indicators and measures
for SERPRO’s incident-handling which are
either corporate or related to its Government
customers. Incident reports with confidential
content are provided to customers. There
are performance indicators to denote the
effectiveness of processes such as the number
of incidents handled, the number of incidents
categorised and those handled outside of the
accepted timeframe. When SERPRO decides
that present threats may impact the company,
and if there is a possibility of that incident
affecting services or assets of the Government,
then there are clear policies and directions on
how to escalate these events to governmental
authorities and to the Federal Police. In 2010,
SERPRO drafted a book detailing strategies
and policies on Cl protection, but these are
not followed in practice. Despite the fact that
SERPRO has clear processes on how to report
incidents and protocols to deal with situations
and provides assistance to private organisations
that should be considered as part of Cl (such as
financial institutions), participants emphasised
that information security is like hygiene and
cannot be implemented in isolation. Public Cls,
albeitadvancedin maturity, willbeinfluenced by
attacks that target weaker private institutions.
Therefore, despite the clear differences in
competence and cyber-capabilities between
the public and private sectors, it is important
that institutions enhance their co-ordination so
as to increase maturity in the private sector.

The majority of the participants urged the
Government to create a mechanism to identify
the level of maturity in IT governance in both
the public and the private sectors, a protocol
of communication to distribute alerts across
public and private sectors and an initiative to
evaluate norms and standards which private
and public organisations possess. It was
acknowledged, however, that in the draft
version of the national strategy these issues
are potentially addressed. Specific actions
are in place to identify Cl assets in the private
sector and to create formal channels of
communication between all Cl stakeholders.

Finally, participants would welcome the
opportunity to collaborate closely with other
countries and to impose responsibility on
foreign governments for the damages that
their hackers cause to Brazil. This is the
reason why Brazilian CERTs strive to identify
vulnerabilities globally. It was emphasised in
our review discussions that closer co-operation
with the OAS through the establishment of a
threat-intelligence platform amongst the OAS
countries should be the next step. The biggest
obstacle for wider threat intelligence amongst
countries is the lack of trust between them.
Revealing vulnerabilities of national networks
to other countries becomes intelligence that
could potentially be acted upon. Therefore,
a protocol of information exchange that will
not create discomfort to countries needs to
be agreed, in order to foster trust in the OAS
community.

Results from the validation process conducted
in March 2019:

In November 2018, Brazil published its National
Critical Infrastructure Security Policy (Politica
Nacional de Seguranca de Infraestruturas
Criticas), which lays the groundwork for
the Critical National Infrastructure Strategy
and Critical National Infrastructure Plan.®



Participants in the 2019 CMM review-
validation focus-group interviews noted that
the presidency of the federation has done
some prioritisation within the critical national
infrastructure based on their vulnerability
and impact although this does not seem
to be reflected in official documentation.
Nevertheless, it is understood that these
documents, outlining a nationwide strategic
direction to critical infrastructure protection,
will provide for a more inclusive approach
and thus address the issues surrounding the
exclusion of private critical infrastructure
operators observed during the CMM review in
2018.

As a matter of fact, some developments
towards the inclusive approach to the CI
protection have already been observed. Cyber
Guardian, exercises which are mentioned in
the following section of this report, involved
not only Government and the military but also
several private Cl operators. Participants in the
CMM review-validation interviews emphasised
the “immense value” of such networking
opportunities between the Government and
private Cl operators.

D 1.4 - Crisis Management

This factor addresses crisis management
planning, addresses the conducting of
specialised needs assessments, training
exercises and simulations that produce
scalable results for policy development and
strategic decision-making. Through qualitative
and quantitative techniques, cybersecurity
evaluation processes aim to produce
structured and measurable results that would
solicit recommendations for policymakers
and other stakeholders and inform national
strategy implementation as well as inform
budgetary allocations.

Stage: Established

Over the last decade, Brazil has hosted a series
of important events, inter alia the Pan American
Games in 2007, the visit of the Pope in 2013, the
FIFA World Cup in 2014 and the Olympic Games
in 2016. Cybersecurity was a critical element for
crisis management throughout these events
and more than 40 organisations (including
Rio CERT, SERPRO, the national CERT and

CTIR Gov) were responsible for handling and
mitigating incidents. The Cyber Defence Centre
(CDCiber), a unit responsible for co-ordinating
strategic and operational aspects of Brazil's
cyber-defence architecture, oversaw the crisis-
management procedures during these major
events and co-ordinated with the Ministry of
Defence and GSI.



As expected, Brazil experienced several
cybersecurity issues during these major
events. Two of the most significant incidents
were multiple DDOS attacks that ranged
from 300GB per second to 1TB per second,
and a sabotage incident that destroyed the
cable providing Internet access to the FIFA
World Cup network. All events were handled
efficiently and a return to normal activity was
achieved within the approved service-level
agreement. Participants explained that the
incident-handling processes during these
events demonstrated that organisations critical
for cyber-defence are capable of collaborating
and effectively mitigating the impact of such
attacks. Organisations that participated in
crisis management had clear roles, there were
transparent protocols on how to disseminate
information and escalate incidents, and specific
guidance on how to protect systems. However,
crisis-management processes were tailored to
these specific events.

Participants expressed the opinion that major
events obliged organisations to co-operate
and helped to foster trust within Brazil's
cybersecurity community. As an example of
how trust is an important element in threat-
intelligence sharing, participants mentioned
the “wannacry” attack, which had minimum
impact on the majority of organisations in Brazil.
This was due to the fact that organisations
shared information to their trusted peers fast,
by issuing alerts and providing details on how
to respond that were deemed trustworthy and
actionable by all.

It was suggested during the review that the
experience and lessons learnt from these
events should underpin current efforts in crisis
management. Crisis-management protocols
should be designed and a network of public
and private organisations should be created
to handle major events. Training and exercises
on simulated crisis events were suggested as
the optimal way to validate communication
protocols, to increase cybersecurity awareness
and to test incident-handling processes.
Towards this end, participants mentioned the
Cyber Guardian exercise, which uses high-level
planning to devise scenarios and simulation
platforms for cyber operations that can emulate
critical systems from the finance, nuclear and
public sectors. Crisis situation exercises take
place frequently and mainly involve military
and Government systems. These exercises
are also combined with physical simulations.
Participants mentioned that an exercise that
will include the financial sector and nuclear
systems will be conducted soon. They further
pointed out that more organisations need
to take part in these exercises, including civil
society.

Results from the validation process conducted
in March 2019:

In 2019, the validation workshop largely
confirmed the outcomes of the 2018 CMM
report.



D 1.5 - Cyber Defence

This factor explores whether the Government has
the capacity to design and implement a cyber
defence strategy and lead its implementation,
including through a designated cyber defence

organisation. It also reviews the level of co-
ordination between various public- and private-
sector actors in response to malicious attacks
on strategic information systems and critical
national infrastructure.

Stage: Formative - Established

Regarding cybersecurity governance, the
Brazilian Government has assigned the political
and strategic level to the GSI and the strategic,
operational procedures and cyber defence to
the Ministry of Defence. In recent years, the
military has been restructured to fit the needs
of an evolving democratic system, with focus
on emerging cross-border threats and internal
security events. According to secondary
sources, the armed forces are regarded as the
most trusted national institutions and have
been tasked with crisis management for major
civilian events.®® They have therefore acquired
government funding to lead the development
of the nation’s cyber-defence capabilities.

An official cyber-defence document was
published in 2012 giving guidelines on
cybersecurity policies. The military operates
a CERT and provides training for risk
management and incident response. There is a
dedicated unit that specialises in planning and
conducting cyber operations.’” The same unitis
responsible for co-ordinating with the Ministry
of Interior, as well as with the intelligence
services, the Federal Police and SERPRO,
through formal and well-established channels
of communication.

Participants suggested that the military
possesses both offensive and defensive
capabilities and focuses on the enhancement
of defensive measures. They indicated that the
military deploys systems that providesituational
awareness and proactively defend against
DDOS attacks and web defacement. There are
laboratories to analyse malicious software, with
a significant number of personnel being trained
to execute these tasks. There are tools in place,
such as B, to facilitate cyber risks assessments
and analyse the results. Finally, there are cyber
exercises that take place frequently and for the
next iteration, the military will invite private
organisations to participate.

Results from the validation process conducted
in March 2019:

In 2019, Brazil still had no dedicated cyber
defence strategy; when adopted, one of the
main elements of the National Information
Security Strategy will be cyber defence.”
Strategic directions for cyber defence are
already being drafted by the Ministry of Defence
and future consultations will reportedly include
the private sector. Relevant strategic directions
are currently outlined, briefly, in the National
Defence Strategy (Estratégia Nacional De
Defesa).”?



D 1.6 - Communications Redundancy

This factor reviews the Government's capacity
to identify and map digital redundancy

and redundant communications among
stakeholders. Digital redundancy foresees a
cybersecurity system in which duplication and
failure of any component is safeguarded by

proper backup. Most of these backups will take
the form of isolated (from mainline systems)
but readily available digital networks, but
some may be non-digital (e.g. backing up a
digital communications network with a radio
communications network).

Stage: Formative

It was not possible to obtain a comprehensive
view regarding communications redundancy
in the course of the CMM review. Participants
suggested that the public sector has
emergency-response assets hardwired into the
national strategy’s emergency communication
network. There are appropriate resources
available to evaluate the current protocols
in place for redundancy, to test redundant
systems, to conduct exercises and to perform
communication drills. Multiple crisis centres are
designated in dispersed geographical locations
to ensure the participation of all stakeholders
in the event of an emergency. In stark contrast,
the private sector is neglected and is excluded
from these plans, with the exception of a small
number of private CERTs.

As participants explained, there are secure
telephone systems between the national CERT
and CSIRTs, and international standards are
followed for the use of email and other methods
as redundancy procedures for communication.
However, the absence of the private sector
from the emergency communication network
remains problematic. It is important to obtain
an holistic picture of the maturity of private CI
stakeholders which support critical processes

in national communication networks. There
is a need to legislate requirements for ISPs to
have redundant emergency response assets
and to run stress tests for network availability
frequently.

Results from the validation process conducted
in March 2019:

Since 2018, the situation in Brazil has not
changed drastically. According to a participant
from the 2019 CMM review-validation
workshop, “Brazil still needs to do more to
establish proper communications redundancy
measures.”



Recommendations

Following the information presented during the review of the maturity of cybersecurity policy and
strategy, the GCSCC has developed the following set of recommendations for consideration by the
Government of Brazil. These recommendations provide advice and stepsaimed atincreasing existing
cybersecurity capacity as per the considerations of the Centre’s CMM. The recommendations are
provided specifically for each factor.

National Cybersecurity Strategy

R11

Design a complementary to the strategy document which will be aligned with national goals and
risk priorities, to provide actionable directives with corresponding metrics to monitor progress of
the implementation of the strategy;

R1.2

Ensure that the stakeholders involved in the design of the national cybersecurity strategy
include private-sector organisations that should be part of the Cl (especially finance, energy,
telecommunications, transport, SERPRO, Empresa de Tecnologia e Informac¢des da Previdéncia
Social (Dataprev), SMEs), civil society, academia and international partners;

R13
Enhance collaboration with OAS and develop a common taxonomy for cybersecurity; and

R14

Ensure that the information security standards developed by FPA are the minimum standards to be
adopted for the public state authorities, and that its implementation is included into the national
cybersecurity strategy programmes.

Incident Response

R15

Establish a central national incident intelligence database which will include incident information
from all the sectors. Assign CERTs for every critical sector (i.e., finance, telecommunications,
Government, military, oil and gas etc.) with the responsibility to disseminate information tailored
to the needs of the corresponding sector;

R1.6
identify organisations in the private sector that are key to national cybersecurity and provide them
with access to the information shared by national CERT;

R1.7

obtain a consensus among stakeholders (especially from the private sector) on architecture,
interfaces and standards for information exchange. Common standards promoted, for example,
by the EU and the US, are STIX and TAXII. Stakeholders should include private and public sectors,
as well as the cybersecurity community at national, regional and international levels;



R18
establish metrics to monitor and evaluate the effectiveness of all CERTs. In addition, enhance
collaboration between OAS, regional CERTs and other international bodies;

R1.9

establish regular training for the employees of all CERTs and design metrics to assess the results
of this training. Courses offered by the national CERT, the military CERT and SERPRO can underpin
training for the other CERTSs; and

R1.10
identify and document key incident response processes highlighting when and how different
ministries, the state government and private organisations should be involved.

Critical Infrastructure (Cl) Protection

R11M
Develop and conduct a national risk assessment aiming to identify Cl stakeholders and national
threats with specific focus on private-sector organisations;

R1.12
develop and disseminate a list of Cl assets with identified risk-based priorities that will include
assets from the private sector;

R113

establish a mechanism for regular vulnerability disclosure and information-sharing between private
and public CI asset owners and the Government. Establish regular dialogue between tactical,
executive and strategic levels regarding cyber risk practices and encourage communication among
Cl operators;

R1.14
identify internal and external CI communication strategies with clear points of contact that will
include the private sector;

R115

establish information protection and risk management procedures and processes within CI,
supported by adequate technical security solutions, which inform the development of an incident
response plan for cyber incidents;

R1.16
establish common procedures to measure and assess the capability of Cl asset owners to detect,
identify, respond to, and recover from cyber threats;

R1.17

mandate the design and implementation of appropriate regular cyber risk assessments for all Cl
stakeholders and identify the required information to be shared. Design cyber risk assessments for
all Cl stakeholders based on the national risk assessment approach; and



R1.18
task regulators for every sector to mandate disclosure of incidents. Set thresholds for incident
disclosure after consultations with private and public organisations from the respective sectors.

Crisis Management

R1.19
Arealistic high-level crisis scenario should inform a plan to test information flows, decision-making
and resource investment at the national level;

R1.20
develop Specific, Measurable, Attainable, Relevant, and Time-Bound (SMART) objectives and
performance key indicators (PKI) to guide the decisions in crisis management;

R1.21

ensure that the evaluation results of the previous two Cyber Guardian exercises inform future
investment in national cybersecurity capacity and that the findings are evaluated against
international crisis management good practice; and

R1.22
tailored, sector-specific reports of crisis management exercises should be prepared for each
stakeholder.

Cyber Defence

R1.23
Ensure the development of a cyber-defence component in the national security strategy. This
component should consider the threats to national security that might emerge from cyberspace;

R1.24

assess and determine cyber defence capability requirements, and involve public and private sector
stakeholders. Conduct continuous reviews of the evolving threat landscape in cybersecurity to
ensure that cyber defence policies continue to meet national security objectives; and

R1.25
design national cyber exercises that will involve a range of organisations from the private sector.

Communications Redundancy

R1.26

Test the inter-operability and function of emergency response assets under compromised
communications scenarios to inform strategic investment in future emergency response assets.
Ensure that the private sector is considered as a key stakeholder in the emergency response plan;

R1.27
establish a process, involving all relevant stakeholders, to identify gaps and overlaps in emergency
response asset communications and authority responsibilities;



R1.28
connect all emergency response assets into a national emergency communications network with
isolated but accessible in emergency situations backup systems;

R1.29

establish communication channels across emergency response functions, geographic areas
of responsibility, public and private responders, and command authorities. Create outreach
and education activities for redundant communications protocols tailored to the roles and
responsibilities of each organisation in the emergency response plan; and

R1.30

include cyber elements within existing emergency and crisis exercises and identify metrics to
evaluate the success of the exercise. Evaluate the exercises and feed the findings back into the
decision-making process.




Dimension 2

Cybersecurity
Culture and Society

Forward-thinking cybersecurity strategies and policies entail a wide array of actors, including
Internet users. The days when cybersecurity was left to experts formally charged with implementing
cybersecurity have passed with the rise of the Internet. All those involved with the Internet and
related technologies, such as social media, need to understand therole they can play in safeguarding
sensitive and personal data as they use digital media and resources. This dimension underscores
the centrality of users in achieving cybersecurity but seeks to avoid conventional tendencies to
blame users for problems with cybersecurity. Instead, an important aspect of cybersecurity culture
and society is an awareness among cybersecurity experts that they need to build systems and
programmes for users - systems that can be used easily and can be incorporated into everyday
practices online.

This dimension reviews important elements of a responsible cybersecurity culture and society,
such as the understanding of cyber-related risks by all actors, developing a learned level of trust
in Internet services, e-government and e-commerce services, and users’ understanding of how
to protect personal information online. This dimension also entails the existence of mechanisms
for accountability, such as channels for users to report threats to cybersecurity. In addition, this
dimension reviews the role of the media and social media in helping to shape cybersecurity values,
attitudes and behaviour.



D 2.1 - Cybersecurity Mind-Set

This factor evaluates the degree to which
cybersecurity is prioritised and embedded in the
values, attitudes, and practices of government,
the private sector, and users across society

at large. A cybersecurity mind-set consists of

values, attitudes and practices, including habits,
of individual users, experts, and other actors in
the cybersecurity ecosystem that increase the
resilience of users to threats to their security
online.

Stage: Formative

The Government has recognised the need to
prioritise cybersecurity across its institutions.
Also, aspects of governmental processes and
institutional structures have been designed in
response to risks to cybersecurity, but they are
primarily lodged in particular leading agencies.
Overall, participants noted that the security
culture in Brazil varies across different
parts of the country and different sectors
of government, business and industry. All
ministries have CISSP-certified employees and
also, different agencies cover ICT management
needs and establish requirements regarding
software.

The President of the Republic Office has
its own IT office which provides everything
from software to personal computers, so
the administrative support is centralised. As
participants mentioned, within the federal
government, resources are allocated to the
training of employees managing security
issues, towards efforts for compliance with
ISACA and frameworks such as I1SO 270001,
and towards compliance with best practices
related to information security that have been
identified by the Government. Moreover,
an auditing system is being applied within
the federal government. All agencies have a
department which is responsible for auditing.

In 2017, a programme of auditing visits was
carried out, to assess the level of maturity in 40
different agencies.

Participants were concerned by the complexity
of the Government structure in Brazil. As
the maturity of the public sector currently
assessed, it is recognised that there will be
varying stages of maturity within and across
different departments. However, the federal
government has limited control or influence on
the state governments and municipalities.

Another concern raised by participants is
the lack of a co-ordinating mechanism to
identify and address inadequacies of maturity
in government. As suggested, a protocol for
the distribution of alerts, similar to those
used by a CERT, is lacking and an integrated
communication channel to evaluate the norms
and the standards being followed is also
needed.

DSI is the Information Security Department
and can administer information security for the
public sector in general. However, there are
independent government departments and
independent sets of guidelines. As examples,
participants mentioned, among others, Servico
Federal de Processamento de Dados (Federal



Data Processing Service) and SERPRO,” which
is a public administration unit responsible for
providing IT services to the Ministry of Finance.
Regulations and standards are obligatory
for SERPRO because it belongs to the
Government. However, state-owned agencies
are not obliged to follow these rules, creating
a need for the federal government to persuade
state and local agencies to adopt cybersecurity
initiatives.

Leading firms within the private sector
have begun to place higher priority on a
cybersecurity mind-set by identifying high-
risk practices. Participants noted that among
the barriers to developing a digital sphere are
the high cost of implementation and a lack of
clarity in return of investment, as well as the
lack of well-understood norms and regulations,
the lack of technical standards, and the need
for education and training in this area.

The finance and IT sectors are relatively more
advanced in cybersecurity, due to the fact
that they are frequent targets of attacks. They
therefore invest more in cybersecurity and
could show other agencies how to adopt safer
practices. Participants informed us that since
central banks began to take proactive security
measures, cyber-criminals have focused more
on regional banks and SMEs.

A limited but growing proportion of Internet
users have begun to place a higher priority on
cybersecurity, such as becoming more aware
of risks and threats. Society as a whole still
lacks a cybersecurity mind-set. Internet users
might be increasingly aware of cybersecurity
risks, but they seldom act accordingly in their
everyday practices. It was mentioned that it is
common even for IT experts, who are arguably
most aware of risks, to still click on phishing
emails, or share sensitive information on social
media sites such as Facebook. Also, in low-
income districts, citizens tend to be dependent
on the use of mobile phones in order to
connect to Internet, in spite of the fact that

the Government provides satellites for these
communities for Internet connection. Raising
awareness of the risks for these communities is
an important need.

Overall, participants stressed the need for more
awareness and education at all levels within all
sectors.

Results from the validation process conducted
in March 2019:

In 2019, interviewees noted that there has
been some progress in cybersecurity mind-
set maturity over the past year. In spite of this,
some argued that issues with phishing and
other similar cyber incidents persist, indicating
that cybersecurity good practices are not
widely employed by Government officials.

Representatives of the private sector reported
that the main issue among their employees
is the lack of cybersecurity awareness,
especially related to the protection of personal
data. “People share everything online,” the
researchers heard during one of the group
interviews in March 2019. Nevertheless, a
cybersecurity mind-set in the private sector
continues to grow and an increasing number of
businesses a cybersecurity mind-set a priority.
Similar observations can be made about the
cybersecurity mind-set among the the Internet
users. Although the cybersecurity mind-set
in Brazilian society is still limited and people
regularly disregard good practices, especially
when it comes to sharing personal content
online, secondary sources indicate that a
limited proportion of internet users do place
priority on cybersecurity in their daily lives. For
example, nearly half of Brazil's Internet users
avoid clicking on unsolicited links in messages
and more than a third of them makes use of
the privacy settings offered by various online
platforms. Additionally, almost half of Brazilian
Internet users use antivirus software although
only a quarter of them change their passwords
regularly.”



D 2.2 - Trust and Confidence on the Internet

This factor reviews the level of user trust and
confidence in the use of online services in

general, and e-government and e-commerce
services in particdlar.

Stage: Formative - Established

Overall, participating stakeholders believe that
a small proportion of Internet users critically
assess what they see or receive online. Similarly,
few believe that they have the skills to use
the Internet and to protect themselves online.
Moreover, a limited proportion of users trust
the security of the Internet and are not aware of
ways to determine the legitimacy of a website.

E-government services have been developed,
and a growing proportion of users trust in the
security of these services. However, possible
breaches in e-government services are being
identified, acknowledged, and disclosed in an
ad-hoc manner.

Currently, the Brazilian Government offers
several government services to the citizens.
Among the main ones are’s:

- Federal Revenue - services for the
collection of income tax, the taxpayer’s tax
situation, Cadastro de Pessoas Fisicas (CPF)
and Cadastro Nacional da Pessoa Juridica
(CNP3J) registration, and statements, among
others;

- Federal Police - services such as
passport applications, statements of
criminal records, support for international
adoptions, among others;

* Integrated System of Financial
Administration of the Federal Government
(SIAFI) - interests linked to the National

Treasury national treasure, such as
provision of public expenditure;

» Poupa Tempo (State of Sdo Paulo) -
access to information about public services,
such as document requests and starting
and closing businesses;

e OntoJduris Project - provision of
information about legislation in the area
of intellectual property rights, consumer
rights and electronic law; and

 Public System of Digital Bookkeeping
(SPED) - presents the promotion of tax
information submission, rationalisation and
standardisation of accessory obligations for
taxpayers.

Services such as the sending of the Statement
of Income Tax, information about social
security and Government procurement have
been available via the Internet since 1998 but
these are largely information provision versus
service delivery. In the year 2000, the Policy
of EGovernment was defined and instituted
and the Information Society Programme was
launched, thus consolidating and disseminating
egovernment strategies, the social importance
of digital inclusion as well as actions related to
information technology in the country, such as
creating legal guidelines and structures in the
country for e-government services (Scartezini,
2004).



A growing proportion of users trust in the secure
use of e-commerce services. The Ministry of
Justice is a secretariat that focuses on consumer
rights and e-commerce. The Brazilian legislation
includes provisions on e-commerce (Consumer
Protection Code - Law No. 8.078/1990, the
Decree No. 8,771/2016, which regulates the
Brazilian Civil Rights Framework and the
Brazilian Civil Rights Framework for the Internet
or Internet Act (Law No 12,965/2012 - Marco
Civil da Internet Law No. 12,965/2012), see D 4.1).
Therefore, within this area, the highest tax rates
on e-commerce are not for national trade but
for cross-border trade.

Overall, there is general encouragement
for companies to provide online services.
E-commerce service provision is growing and has
increased since 2017, when Brazil (the Brazilian
Federal Police) and Europol signed a strategic
agreement to expand co-operation to combat
cross-border criminal activities, which could be
considered as a formal co-operation. Companies
increasingly tend to invest in e-commerce
services which are fully established. Security
solutions are updated and reliable payment
systems have been made available. However,
participants indicated that there are remaining
challenges to cybersecurity and the protection of
the data of users, such as from leakage of credit
card data from cyber-attacks.

The banking sector organises awareness
campaigns and provides online information
for users, regarding their safety. For example,
Banco do Brazil”® and Banco Itau”” provide
security tips for their customers. Although
investments are being made in e-commerce
services and participants believe that there
will be an increase in the use of e-commerce
services, hackers are perceived to be ahead of
the curve.

Results from the validation process conducted
in March 2019:

In May 2018, the Government published the
revised version of the Digital Governance
Strategy: Digital Transformation - Citizenship

and Government,” which, inter alia, covers
matters of cybersecurity in the context of
e-government services. The strategy includes
several applicable digital governance principles
- cybersecurity being one of them - which are
promoted by various governmental entities
and even has a dedicated webpage.” The
promotion of the principles likely contributed
to the fact that, according to the 2018
research of the OECD, 94 percent of public-
sector organisations are aware of the Digital
Governance Strategy.8°

Users as well as the Government are aware
of the importance of secure e-government
services.® Breach identification,announcement
and analysis fall within the mandate of CTIR
Gov and examples of public alerts related to
the insecurity of Government e-services are
available online.®? According to the most recent
official study, published in 2018, 64 percent
(and rising) of all Brazilians over 16 years of age
use Government e-services. Half of those who
do not cited concerns over privacy and security
as the main reason for their abstinence.®?

In 2019, most of the e-commerce websites
offered easily accessible terms and conditions
of use.®* Most of them also used encrypted
connection between the user and their servers,
and provided a wide array of secure payment
options.®> Security and trust was promoted
by the e-commerce providers through the
prominent display of security protocols
available to the users. The Government was
also active in fostering trust by publishing
security advice to online shoppers.¢

A growing proportion of Brazilians use
e-commerce services. In 2018, 33 percent of
the respondents in the Centre for International
Governance Innovation study indicated that
they shop online at least twice a month, up
from 23 percent in 2017. A quarter of those who
do not shop online, argued that it was because
they do not trust online shopping (although this
is not only due to the lack of trust in security of
online shopping platforms).8”



D 2.3 - User Understanding of Personal
Information Protection Online

This factor looks at whether Internet users
and stakeholders within the public and
private sectors recognise and understand
the importance of protection of personal
Information online, and whether they are
sensitised to their privacy rights.

Stage: Formative

Users and stakeholders within the public and
private sectors have general knowledge about
how personal information is handled online and
employ good (proactive) cybersecurity practices
to protect their personal information online.

The General Data Protection Bill was approved
by Brazil in July 2018..88 Moreover, many law
firms in Brazil began to set up divisions that
specialise in Data Protection, and events about
Data Protection are being organised by private
companies and non-profit organisations.

Moreover, there are provisions within other
legislative frameworks that address this issue
(see D 4.1). For instance, stakeholders mentioned
that in Brazil, it is common for people to be
asked to provide their personal information both
offline and online. According to participants,
Brazilians are used to giving away their privacy,
even though there is awareness of large
databases that have suffered important leakage
events and misuse of data events.

In addition to a receipt, a consumer in Brazil will
receive an invoice with a number and a barcode
which they have to scan via their mobile phone.
This practice has caused some incidents in
the past such: for example, when malware
called “boware” targeted e-commerce users,
it changed the bar code on the invoice in ways
that enabled fraud.

Regarding SMEs, stakeholders mentioned
that there is a need to prepare them for such
fraudulent activities. In this respect, the
Government has taken steps to raise awareness
regarding data privacy and personal information
protection online (see D 3.1).

Last year, internal phishing exercises were
conducted and an internal analysis of the
level of awareness was developed in order to
understand how to raise the level of awareness
at the national level. There are continuing efforts
to raise awareness, by disseminating leaflets on
password protection and the need for back-ups,
for example, and by establishing October as a
security month, conducting lectures and other
events, and generating a range of informative
videos, audios and written material. These
initiatives are being developed based on the
thinking that the user should be able to follow
the instructions given.

Results from the validation process conducted
in March 2019:

Although it is hard to say that the maturity of
the factor has changed since the CMM review
in 2018, it is worth noting that in August 2018,
Brazil enacted the Brazilian General Data
Protection Law (Federal Law No. 13,709/2018).
The participants in the 2019 focus-group
interviews voiced dissatisfaction with the fact
that this law would not come into force until
August 2020.



D 2.4 - Reporting Mechanisms

This factor explores the existence of reporting
mechanisms functioning as channels for users
to report internet-related crime such as fraud,
cyber-bullying, child abuse, identity theft, privacy
and security breaches, and other incidents.

Stage: Formative

Reporting mechanisms have been established
for users to report Internet-related crime and
are regularly used. SaferNet Brasil®® provides
information on Internet safety and space for
complaints on its website. The SaferNet Brasil
is a non-profit organisation which was created
in 2005. The organisation is a unique civil
society body in Brazil, with formal agreements
with the Ministry of Justice, the Federal Police
and Human Rights Secretariat at the President
of Republic Office which allow it to receive and
process reports from the public. Its online-only
hotline service can be used to report content
anonymously.

Also, the Federal Police®® has a dedicated page
on its website for denouncements, which can
also be made via its email address (denuncia.
ddh@dpf.gov.br). Child and adolescent
pornography®' can be reported via the helpline
created by the Government.

In Brazil in general there are different channels
to report incidents. For incidents such as child
pornography, an email has to be sent to police
while for fraud incidents, reports have to go
through the respectiv bank. All incidents are
reported to the police, while those that are not
clearly classified are sent to the CTIR Gov Brazil
for categorisation before being forwarded
to the relevant institutions. For example, if
cybercrime is committed against a citizen, the
incident will be dealt with by the civil police in

that citizen'’s state. If the crime reaches federal
public companies such as Caixa®® or Banco
Central do Brasil,”®> the competent agency is
the federal police.

Overall, participants indicated that citizens
in Brazil do not have a culture of reporting.
Moreover, it was not possible to identify
whether there are programmes to promote
the use of existing mechanisms established by
public and private sectors.

The most common incidents that users face are
financial crimes such as fraud online. For such
incidents, the Federation of Banks will have
to take action. The CTIR Gov Brazil is involved
in the monthly meetings and exchange of
information in the financial area as well. The
Government is also looking for ways to make
reporting of incidents mandatory for the
private sector.

Results from the validation process conducted
in March 2019:

In 2019, the validation workshop largely
confirmed the outcomes of the 2018 CMM
report.



D 2.5 - Media and Social Media

This factor explores whether cybersecurity is a
common subject across the mainstream media,
and an issue for broad discussion on social
medlia. Moreover, this aspect speaks about

the role of the media in conveying information

about cybersecurity to the public, thus.shaping
their cybersecurity values, attitudes and online
behaviour.

Stage: Formative - Established

There is ad-hoc media coverage of
cybersecurity in  Brazil, with Ilimited
information and reporting provided on specific
issues that individuals face online, such as
online child protection. An example of social
media coverage of cybersecurity is that from
Facebook:** Facebook created a “Centre”
to prevent cyberbullying in Brazil in 2016,
in partnership with UNICEF and Safernet.
Participants mentioned that thereis also limited
discussion on social media about cybersecurity.
There are non-profit groups which discuss
this topic on social media in Brazil. However,
someone would have to be interested in this
topic to receive this information. Usually, in the
event of a cyber-incident, this is communicated
through the print, television, audio and digital
media, and guidance is also provided.

However, stakeholders indicated that no major
incident has impacted the critical national
infrastructure in Brazil that might lead to a
broader coverage of the media and social
media.

Results from the validation process conducted
in March 2019:

In 2019, the validation workshop largely
confirmed the outcomes of the 2018 CMM
report.



Recommendations

Based on the consultations, the following recommendations are provided for consideration regarding
the maturity of cyber culture and society. These aim to provide possible next steps to be followed to
enhance existing cybersecurity capacity as per the considerations of the Centre’s CMM.

Cybersecurity Mind-Set

R21

Enhance efforts at all levels of Government, especially officials, and the private sector to employ
good (proactive) cybersecurity practices. Design systems that enable users across society to
embed secure practices more easily into their everyday use of the Internet and online services;

R2.2
develop co-ordinated training programmes for employees in the public sector;

R2.3
make cross-sectorial co-operation and information sharing about cybersecurity risks and best
practice routine among private and public-sector organisations; and

R2.4
identify vulnerable groups and high-risk behaviour across society to inform targeted, co-ordinated
awareness campaigns.

Trust and Confidence on the Internet

R25
Establish ISP programmes to promote trust in their services based on measures of effectiveness
of those programmes;

R2.6
implement feedback mechanisms to ensure that e-services are continuously improved and that
trust is strengthened among users; and

R2.7
employ processes for gathering user feedback within government agencies, in order to ensure
efficient management of online content.

User Understanding of Personal Information Protection Online

R2.38
Promote the understanding of protection of personal information online among users and promote
the development of their skills to manage their privacy online;

R2.9
encourage a public debate regarding the protection of personal information and about the balance
between security and privacy to inform policy-making;



R2.10
promote compliance with web standards that protect the anonymity of users; and

R21
develop user-consent policies designed to notify practices on the collection, use or disclosure of
sensitive personal information.

Reporting Mechanisms

R 212

Develop programmes to promote the use by public and private sectors of the existing reporting
mechanisms for reporting online fraud, cyber-bullying, child abuse online, identity theft, privacy
and security breaches, and other incidents;

R213

encourage different stakeholders (public and private sectors, police, CERT) to co-ordinate the
reporting mechanisms and their roles and responsibilities, and to collaborate and share good
practices to improve the mechanisms; and

R214
employ effectiveness metrics for all existing mechanisms and ensure that they contribute to their
improvement.

Media and Social Media

R215

Encourage the media and social media providers to further extend their coverage beyond threat
reporting, and to focus on informing the public about proactive and actionable cybersecurity
measures, as well economic and social impacts;

R2.16
encourage a frequent discussion about cybersecurity on social media; and

R2.17
ensure that the debate in social and the mainstream media, and the attitudes expressed, inform
policymaking.




Dimension 3

Cybersecurity
Education, Training

and Skills

This dimension reviews the availability of cybersecurity awareness-raising programmes for both
the public and executives. Moreover, it evaluates the availability, quality, and uptake of educational
and training offerings for various groups of government stakeholders, in the private sector and the

population as a whole.

Stage:

A national programme for raising awareness of
cybersecurity, led by a designated organisation
(from any sector) and which addresses a wide
range of demographics, is established.

Due to the limited participation of the civil
society, it was not possible to obtain a

This factor focuses on the prevalence and
design of programmes that raise awareness of
cybersecurity risks and threats as well as how to
address them, both for the general public and
féher executive management.

&

clear picture of the initiatives about raising
cybersecurity awareness.

During the review, the most important
awareness-raising body recognised by the
participants was SaferNet Brazil, an NGO
created in 2005.%5 It has unique partnerships




with the Ministry of Justice, the Federal
Police and the Human Rights Secretariat at
the President of the Republic Office which
enable it to “protect human rights and serve
as a Hotline, Helpline and Awareness node
in Brazil.”¢ It operates a Hotline service that
receives anonymous complaints about crimes
and violations against human rights on the
Internet.®” Inaddition, SaferNetisinvolvedin the
organisation of awareness-raising campaigns
via educational institutions throughout Brazil.®®
In 2008, SaferNet expanded co-operation to
involve technology companies such as Google,
by signing a co-operation agreement that
allows the monitoring and screening of child
pornography crime.®®

The Internet Steering Committee in Brazil
(www.cgi.br) - a multi-stakeholder council
created by Inter-ministerial Ordinance 147
of 31 May 1995 - is the main institution in
charge of promoting ICT security standards
and Internet best practices® and executes its
activities via the Brazilian Network Information
Centre (NIC.br) (http:/nic.br/quem-somos/)."”
Based on desk research, NIC.br implements
several initiatives such as the Antispam.br'?
(http:/www.antispam.br/) and InternetSegura.br'®:
(https://www.Internetsegura.br/); both are
portals aimed at raising the awareness of
parents and children about spam, and they
disseminate materials about Internet safety.
Furthermore, CERT.br, in collaboration with
CGl.br and NIC.br, has been promoting and
disseminating awareness materials (e-books,
slides) to the public (https://cartilha.cert.
br/) but especially designed for teachers
and children and covering topics such as
social networks, passwords, mobile devices
and e-commerce.’® (For more about NIC.br
projects related to professional training, see D
3.3) One participant mentioned that there are
some internal awareness-raising activities for
administrative staff within federal institutions
but it is not available to the pubilic.

Some participants noted thatawareness-raising
activities focused on safe Internet use and
aimed at public and private schools, were held
between 2009 and 2013. It was added that in
2015, the Federal Prosecution Service launched
a project called the Federal Prosecution Service
for Digital Education in Schools (Ministério
Publico pela Educacao Digital nas Escolas),
to deliver workshops at universities (for 200
teachers and students), and hand out leaflets
and materials.’?5 After the workshop, teachers
were encouraged to take the materials
provided by the Federal Prosecution Service
and were asked to provide feedback via the
SaferNet website. In 2018, the same workshops
were provided at universities but were aimed
at professionals and psychologists.

Regarding raising cybersecurity awareness for
executives, participants acknowledged that
the senior management is often not aware and
needs to be educated about how cybersecurity
risks affect their organisations. For instance,
within the Federation of Industry of the
State of Sao Paulo (FIESP), there is a security
department that leads the discussion on
cybersecurity.’®® Also, Brasscom (the Brazilian
Association of Information and Communication
Technology Companies) organises cyber
events to promote the ICT sector to public
authorities, and public and private clients.!”
This does not involve the participation of
major international organisations, financial
institutions and telecommunication
companies where the strategic implications
of cybersecurity is a priority. There are some
initiatives on awareness that are available for
boards of directors, but there are no specific
programmes. Also, executives are not obliged
to attend cybersecurity training although it is
considered to be best practice. According to the
model for public or state-owned companies,
the Government nominates the directors and
it is a mandatory requirement that two of the
appointed executives are from the House. A
participant highlighted that usually, in the case



of technology companies the selected leaders
have no prior knowledge of how suchacompany
operates. This often leads to mismanagement
since the executive is appointed based on
political affiliations. However, one of the public
technology companies is now planning to set
up internal rules to rectify this procedure and
the appointed board members are selected
based on their knowledge and experience of
cybersecurity. It was added that the state-
owned company’s security policy is directly
linked to the President of the Republic Office
in order to provide support and guidelines for
the key leaders.

In addition, participants highlighted the
importance to differentiating between
IT companies and information security
companies in Brazil since, in their opinion, the
companies do not speak the same language.
An IT company is more committed to client
satisfaction and precision but the opposite
is true for an information security company,
therefore, different measures are taken in order
to bridge the gap between business goals and
IT security. Often when the new management
arrives, the IT staff has to accommodate to the
‘state of the art’ of the company. This means that
internal awareness raising training courses are
provided to the new executive management
(e.g.: explaining the importance of cyber
security and information security norms). A
participant revealed that at their company they
have 24 security norms and four procedures to
guide these processes.

One of the developments after the assessment
in March 2018 was the introduction of
the National Information Security Policy
(Presidential decree (No 9.637)) in December
2018; it states that it is the responsibility of the
Institutional Security Office of the Presidency
of the Republic to “develop and implement
programs on information security aimed at
raising awareness and training of federal public
servants and society.”® It is therefore not clear
to what extent the awareness-raising activities
led by the Institutional Security Office of the
Presidency of the Republic overlap with the
awareness-raising activities of the NIC.br.'%°

Results from the validation process conducted
in March 2019:

In 2019, the validation workshop largely
confirmed the outcomes of the 2018 CMM
report.



This factor addresses the importance of high-
quality cybersecurity education offerings

and the existence of qualified educators.
Moreover, this factor examines the need to
enhance cybersecurity education at national

and institutional level, and the collaboration
between Governmen, and industry to ensure
that the educational investments meet the
needs of the cybersecurity environment across
all sectors.

Stage:

Due to the lack of participation by academia, it
was hot possible to obtain a clear picture about
cybersecurity education in Brazil. Therefore,
the information provided below is based on
desk research.

The need for enhancing cybersecurity
education in schools and universities has been
identified by leading government and industry
stakeholders.

The Ministry of Education (MEC) sets the
national curriculum on cybersecurity-related
courses and requirements and standards
but the level of development is left to the
universities to decide. It is not regulated by
a central agency. The Ministry of Education
has a National Catalogue of High Education
Programmes in Technology, which defines the
requirements for creating programmes related
to cybersecurity such as cyber defence and
information security."® It presents the minimum
workload and infrastructure recommended
for each course.” The review did not reveal
whether there is any distinct national budget
given to cybersecurity education. Similarly, it
was not clear from the focus-group discussions
to what extent co-operation exists between
the private sector and the universities.

Qualifications for and the supply of
cybersecurity educators are readily available.
In Brazil, specialised postgraduate courses
in cybersecurity are offered at university
level. One participant noted that most of the
universities offering courses in computer
science have laboratories. The University
of Sao Paolo offers a Bachelor Degree in
Computer Science,Computer Physics and
Computer Engineering as well as Master’s
and Doctoral degrees in Computer Science.”?
Also, the Federal University of ABC offers both
Master's and PhD programmes in Computer
Science under the Computer Science Graduate
Programme.”™ The research areas cover
Applied and Scientific Computing, Computing
Foundations and Computing Systems."*

Inaddition to private universities, postgraduate-
level cybersecurity courses are also offered
by the Brazilian National Research and
Educational Network (Rede Nacional de Ensino
e Pesquisa - RNP)." Also, every year RNP
organises the International Computer Security
Day (DISI), which is free, open to the public
and broadcast live."™ The National Service for
Commercial Education (SENAC), a private non-
profit institution, offers graduate-level courses
on cyber defence in order to support that
particular sector.”



In addition, according to Trend Micro’s report
on Brazil's cyber-criminal underground, there is
a troubling trend of hackers “actually offering
tutorials and courses to aspiring cyber criminals
for a price (for e.g.: training videos, Skype
tutorials).”®

Currently, there is a national discussion about
which aspects of cybersecurity should be taught
to primary- and secondary-school pupils. The
current curriculum features a small reference to
IT systems, but mostly in the context of how to
use digital media and information technologies
to spread the acquired knowledge.™

There was no information about the exact
involvement of stakeholders regarding the
development of priorities for cybersecurity
education programme. Since this topic is
still very incipient, there is no discussion
about priorities, but there is one about the
implementation procedures.

Results from the validation process conducted
in March 2019:

In 2019, representatives of academia
participated in the validation workshop and
largely confirmed the outcomes of the 2018
CMM report.

D 3.3 - Framework for Professional Training

This factor addresses the availability and
provision of cybersecurity training programmes
building a cadre of cybersecurity professionals.
Moreover, this factor reviews the uptake of
cybersecurity training and horizontal and
vertical cybersecurity knowledge transfer
within organisations and how it translates into
continuous skKills development.

Stage: Formative

The need to train professionals in cybersecurity
has been recognised by the Government.

Based on desk research, the CGl.br (see D 3.1)
co-ordinates training efforts via CERT.br, the
Best Practices Portal (BCP.nic.br) and CGSIC. For
instance, CERT.br, being a CME CERT Partner,
has the license to offer professional training
programmes such as the “Fundamentals of
Incident Handling”, “Advanced Incident Handling
for Technical Staff” and “Overview of Creating
and Managing Computer Security Incident
Response Teams”.'?° Also, the BCP.nic.br brings

together a set of good operational practices for
system administrators.’” The national portal is
maintained by professionals from several areas
of NIC.br, such as CERT.br, Centro de Estudos e
Pesquisas em Tecnologia de Redes e Operagdes
(CEPTRO.br) and Registro.br, in collaboration
with specialists outside NIC.br.?? Furthermore,
CGSIC offers a course in “Management of
Information Security and Communications”.'?

Participants stated that most of the
professionals within the public sector attend
IT professional qualifications overseas and



receive ICT certificates such as the Certified
Information Systems Security Professional
(CISSP), Certified Information Security Manager
(CISM). Regarding technical accreditations, a
participant mentioned that the computational
forensics course offered by CERT.br is expensive
but worthwhile.’*

Based on desk research, the Cyber Defence
Command (ComDCiber), within the Brazilian
Army and in co-operation with the National
School of Cyber Defence, provides training for
civilian and military human resource executives
required to counter cyber attacks effectively.'?
In addition, financial institutions such as
Fundacdo Bradesco (a national bank) offers
courses in information security.'?®

COBIT has been accepted as “a de facto standard
for good practices throughout Brazil, in private,
public and government organizations.”?” The
Brazilian Federal Court of Accounts - the Tribunal
de Contas da Unido (TCU) - conducted surveys,
reports and audit initiatives about the use and
acceptance of the framework and there has
beenagrowing number of courses and IT-related
certifications available for both professionals

and public servants.'”® To complement COBIT,
ISO 27000 is also used as a reference. Courses
related to information management are offered
within the federal government: four courses
over a period of two years. CISSP is the most
renowned and acknowledged certification
available, together with the incident-response
training offered by SANS Institute.

Participants suggested that there is a high
demand for more cybersecurity professionals
in Brazil. Most of the participants confirmed
that there is a high uptake of cybersecurity
courses and private enterprises usually train
their own staff internally.

Results from the validation process conducted
in March 2019:

In 2019, participants in the group interviews
informed us of additional professional
education providers (e.g., Febraban, a
federation of Brazilian banks)'?® but a change in
maturity of cybersecurity capacity of Brazil has
not been recorded.



Recommendations

Following the information presented on the review of the maturity of cybersecurity education, training
and skills, the following set of recommendations is provided to Brazil. These recommendations aim
to provide advice and steps to be followed for the enhancement of existing cybersecurity capacity,
following the considerations of the Centre’s CMM.

Awareness Raising

R3.1

Appoint a dedicated organisation (e.g.: RNP) with a mandate to develop and implement a planned
national cybersecurity awareness-raising programme. Co-ordinate and co-operate with key
stakeholders from all sectors;

R3.2

develop a dedicated awareness-raising programme for executive managers within the public and
private sectors, as this group is usually the final arbiter of investments into security. The programme
could focus on emphasising the responsibility and accountability of executive leaders and board
members for cybersecurity;

R3.3
promote awareness-raising efforts of cybersecurity crisis management at executive level;

R3.4
promote awareness of risks and threats at all levels of the Government;

R3.5
enact evaluation measurements to study effectiveness of the awareness programmes at a level
where they inform future campaigns, taking into account gaps or failures; and

R3.6
promote discussions that emphasise the core and inherent role of information and cyber security
in all IT companies and operations, considering future risks.

Framework for Education

R 3.7
create cybersecurity education programmes for instructors of cybersecurity to ensure that skilled
staff are available to teach newly-formed cybersecurity courses;

R3.8
create accredited cybersecurity-specific degree courses at undergraduate and post-graduate level,
in addition to the other existing cybersecurity-related courses in the various universities in Brazil;

R3.9
promote efforts by universities and other bodies to hold seminars and lectures on cybersecurity
issues, aimed at non-specialists;



R3.10
integrate specialised cybersecurity courses in all computer science degrees at universities and
offer specialised cybersecurity courses in universities and other higher education bodies;

R3.1
collect and evaluate feedback from existing students for further development and enhancement
of cybersecurity course offerings;

R3.12
create initiatives to advance cybersecurity education in the primary and secondary school curricula;

R3.13
develop partnerships for the development of interfaces for research, innovation and interaction
between universities and the private sector;

R 3.14 ensure the sustainability of research programmes;

R 3.15 develop effective metrics to ensure that educational and skill enhancement investments
meet the needs of the cybersecurity environment; and

R 3.16
gather statistics on the supply and demand of cybersecurity graduates.

FRAMEWORK FOR PROFESSIONAL TRAINING

R 3.17
Establish more affordable and structured cybersecurity training programmes to develop skills
towards building a cadre of cybersecurity-specific professionals;

R3.18
establish continuous training for IT employees and employees in general regarding cybersecurity
issues within all sectors;

R3.19
develop metrics to evaluate the take up and success of cybersecurity training courses;

R 3.20
create a knowledge exchange programme targeted at enhanced co-operation between training
providers and academia;

R 3.21
ensure that affordable security professional certification is offered across sectors within the
country;

R 3.22
develop a central platform for sharing training information for experts and create a national-level
register of cybersecurity experts;



R 3.23
establish requirements for joint cybersecurity training for the public and private sectors, and
develop collaborative training platforms;

R 3.24
create initiatives to develop a fast-track approach to cyber-capacity building;

R 3.25
establish initiatives to promote the attractiveness of the cybersecurity profession in order to
encourage employers to train staff to become cybersecurity professionals; and

R 3.26
develop a skills framework in cybersecurity or use an existing skills framework in the country in
order to define clear career paths for cybersecurity experts.
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Dimension 4

Legal and Regulatory
Frameworks

This dimension examines the Government’s capacity to design and enact national legislation
directly and indirectly relating to cybersecurity, with a particular emphasis placed on the topics of
ICT security, privacy and data-protection issues, and other cybercrime-related issues. The capacity
to enforce such laws is examined through law-enforcement, prosecution and court capacities.
Moreover, this dimension observes issues such as formal and informal co-operation frameworks
to combat cybercrime.



D 4.1 - Legal Frameworks

This factor addresses legislation and regulation
frameworks related to cybersecurity, including:
ICT security legislative frameworks; privacy:
freedom of speech and other human rights
online; data protection; child protection;
consumer protection; intellectual property:;
and substantive and procedural cybercrime
legislation.

Stage: Established

Brazil does not have an all-encompassing
regulation that deals explicitly with
cybersecurity. Despite efforts to introduce a
binding legislative framework, cybersecurity
legislation in Brazil is still under development.
Instead, several official guidelines or “soft laws”
have been adopted that refer to cybersecurity
issues.

The most relevant legislative frameworks and
guidelines related to Brazil’s Internet landscape
are:

» the Cyber Crimes Act (Law No.
12,737/2012)*3° (2012), also known as the
“Carolina Dieckmann Law”

- the Brazilian Civil Rights Framework for
the Internet (Law No. 12.965)"' (2014) the
Internet act also known as the “Marco Civil
da Internet”

» the Green Book (Livro Verde) on Brazil’s
Cybersecurity™? (2010)

- the Cyber Defence Policy™3 (2012)
Administrative Normative Rule No. 3.389

- the White Paper on National Defence™*
(2012)

- National Defence Strategy (Estratégia
Nacional De Defesa)™* (2008)

« Critical Information and Communication
Infrastructure Protection'® (2010)

« Anatel - Public Consultation No. 2137
Criminal Legislation

Other legislations on cybercrime are
covered by the following instruments:

» Law 8.137/1990, Art. 2

» Law 9,296/1996. Art. 10
- Law 11.829/2008

» Law 8,069/1990. Art. 241
» Law 9.504/1997

» Law 12,735/2012, Art.4

» Law 9,100/1995, Art. 67
» Law 9,983/2000

Regulation And Compliance

Other regulations related to cybersecurity
are covered by the following instruments:

+ Administrative Rule no. 35/2009
« Decree 3.505/2000

« Resolution No. 614/2013. Art. 53
» Administrative Rule No. 45/2009
+ Administrative Rule No. 34/2009
+ Decree 7.845/2012

« Resolution No. 617/2013, Art. 47

(Adapted from ITU, Cyberwellness Profile, Brazil'*8


http://www.planalto.gov.br/ccivil_03/leis/l8137.htm
http://www.planalto.gov.br/ccivil_03/leis/l9296.htm
http://www.planalto.gov.br/ccivil_03/_ato2007-2010/2008/lei/l11829.htm
http://www.planalto.gov.br/ccivil_03/leis/l8069.htm
http://www.planalto.gov.br/ccivil_03/Leis/L9504.htm
http://www.planalto.gov.br/ccivil_03/_Ato2011-2014/2012/Lei/L12735.htm
http://www.planalto.gov.br/ccivil_03/leis/L9100.htm
http://www.planalto.gov.br/ccivil_03/Leis/L9983.htm
http://pesquisa.in.gov.br/imprensa/jsp/visualiza/index.jsp?jornal=1&pagina=13&data=07/08/2009
http://www.planalto.gov.br/ccivil_03/decreto/D3505.htm
http://pesquisa.in.gov.br/imprensa/jsp/visualiza/index.jsp?jornal=1&pagina=86&data=31/05/2013
http://pesquisa.in.gov.br/imprensa/jsp/visualiza/index.jsp?jornal=1&pagina=2&data=09/09/2009
http://pesquisa.in.gov.br/imprensa/jsp/visualiza/index.jsp?jornal=1&pagina=4&data=06/08/2009
http://www.planalto.gov.br/ccivil_03/_Ato2011-2014/2012/Decreto/D7845.htm
	Resolution No. 617/2013, Art. 47

The introduction of “emergency” criminal laws
is not new in the history of the Brazilian legal
system, especially when legislators hastily
approve these laws in order to satisfy the
public demand for justice.™ Similarly, in 2012,
the Cyber Crimes Act86 (Law No. 12,737/2012)
that is also known unofficially as the “Carolina
Dieckmann® Law”, was approved in a hurry
by Congress and added to the Penal Code™
in order to address computer misuse. The two
articles 154-A and 154-B that were introduced
refer to cybercrime such as computer intrusion,
misuse of user data or taking down websites.

Invasion of computer device
Article 154-A.

Invade  another computer device,
connected or not to the computer
network through improper breach of
security mechanism, and for the purpose
of obtaining, tampering or destroying
data or information without the express
or tacit authorization of the device owner
or installing vulnerabilities to gain an
illicit advantage:

Penalty - detention, from 3 (three) months
to 1 (one) year, and fine.

Criminal action
Article 154-B.

In the crimes defined in Art. 154-A, shall
only proceed by means of representation,
unless the crime is committed against the
direct or indirect public administration
of any of the Powers of the Union, States,
Federal District or Municipalities or
against utilities.

Article 154-A criminalises computer intrusion
and provides increased penalties if it results in
economic loss and data breach.'? During the
review, some participants raised their concern
that the penalties are too light (three months to
one year in prison, in addition to a fine). This is
considered to create a low-risk activity for the
criminal and encourages malicious behaviour
online.

Article 154-B lets the victim decide whether to
proceed with the criminal charges, unless the

attack was against the Government or a public
body."*

The Brazilian Civil Rights Framework for the
Internet™ (Law No. 12.965) (Marco Civil da
Internet) was developed via a multi-stakeholder
consultation process with the involvement
of the civil society over several years and was
finally adopted in 2014. The law intends to
regulate the use of the Internet in Brazil through
principles, guarantees, rights and duties for the
users. The legislation addresses several issues
including: net neutrality; Internet-related data
privacy;dataretentioninrelationtothelnternet;
Internet-related civil rights with obligations on
Internet users and Internet service providers
(ISPs); freedom of expression, of speech and
of communication.'> Furthermore, this law is
considered to be a pioneer in the protection
of Internet users’ rights that also strictly limits
access to data required for investigations.

In July 2018, Brazil adopted the General Data
Protection Legislation (Lei Geral de Protecao
de Dados, or LGPD) that came into force in
February 2020."7 Also, Brazil relies on various
provisions stated in the Federal Constitution,’®
the Brazilian Penal Code,* Consumer
Protection Code'™° and the Brazilian Civil Rights
Framework for the Internet:



Brazilian Civil Rights Framework for the Internet

Section Il
Protection of Logs, Personal Data and
Private Communications

Article 10.

The storage and the availability of
connection and access logs to Internet
applications mentioned in this law, as
well as personal data and the content of
private communications, must take into
account the preservation of intimacy,
privacy, honour and image of the parties
directly or indirectly involved.

Article 11.

In any operation of gathering, storage,
custody and treatment of records,
personal data or communications by
connection and Internet application
providersinwhichatleastoneoftheseacts
occurs in national territory, the Brazilian
law and the rights to privacy, protection
of personal data and the confidentiality
of private communications and records
must be mandatorily respected.’™

During the review (March 2018), many
expressed the need for the approval of a statute
for the regulation of data protection that was
finally adopted in July 2018.'2 The Brazilian Civil
Rights Framework for the Internet only applies
to Internet-related issues.””® This framework
“protects personal data (without defining
what would be considered personal data),
private communication content and access
logs, regarding both Internet connection
and applications.”™ In addition, according
to the Brazilian Civil Code,”** directors of an
organisation might be held liable in the case
of negligence of the organisation’s protection
of networks and data.’>® Despite the fact that
the Brazilian Copyright Law'” has a specific
provision on data protection, it only refers to
the protection of the titleholder.

The recently approved Data Protection Bill of
Law (the “Bill") - inspired by the EU's GDPR
- requires the creation of a national data
protection authority and the notification
of data breaches to the data protection
authority.’®® Since there was no national data
protection authority, victims of data breaches
often filed a complaint against a data controller
who might be penalised based on the Brazilian
Civil Rights Framework for the Internet and the
Carolina Dieckmann Law, as well as incurring
civil liability.’®

Brazil can be considered to be at the forefront of
digital rights, with the adoption of the Brazilian
Civil Rights Framework for the Internet (also
known as the Brazilian Internet Bill of Rights)
in 2014, which intends to protect privacy and
free expression rights online.'®® Furthermore,
in 2015, Brazil “co-led an initiative at the United
Nation Human Rights Council to create a new
UN special rapporteur on the right to privacy.”®
Despite implementing this landmark piece of
legislation, comprehensively protecting human
rights online, according to Human Rights
Watch there have been some violations that
threatened the right to privacy in Brazil. For
instance, in 2015, mobile phone companies
received a court order to temporarily block
WhatsApp (the Facebook-owned messaging
service) for two days.'®? Then in 2016, a Facebook
executive was arrested by the federal police
because the company denied the authorities
access to user data.'s®

Comprehensive legislation on the protection of
children online has been adopted and enforced:

e under Articles 240* and 241A-E* of
the Law 11.829/2008 that amended the
Statute of the Child and Adolescent
(Estatuto da Crianga e do Adolescente -
ECA) (Law No. 8.069/90) in 2008.%64165

- under Articles 218, 218A, 218B* of the
Penal Code, amended and included by
the Law No. 12015/2009 in 2009.'¢¢



Also, “Articles 17, 18, 143 and 247 of the Statute
of the Child and Adolescent contain provisions
to protect the image and reputation of
children and adolescents by punishing anyone
who exposes them in a negative or injurious
manner.”” Article 241-D of the ECA defines
online grooming and imposes a penalty of
one to three years’ imprisonment.’®® Some
participants criticised this penalty as being
too lenient and raised concern about the lack
of legislation to criminalise cyber-bullying,
sexting and accessing or downloading child-
pornography images. Also, in Brazil’s legislation,
there is no mandatory reporting of suspected
child pornography for ISPs unless they receive
an official notification to deny access to child-
abuse images.’®® In addition, the Convention on
the Rights of the Child was signed and ratified
by Brazil, with no declarations or reservations
to Articles 16, 17(e) and 34(c)."”° Similarly, the
Optional Protocol to The Convention on the
Rights of the Child on the Sale of Children,
Child Prostitution and Child Pornography was
signed and ratified, with no declarations or
reservations to Articles 2 and 3.””

Brazil currently lacks legislation that deals
explicitly with cyber threats to IP. However,
the Law on Copyright (Law No. 9.610/1998)"72
guarantees the protection of any type of
intellectual product, irrespective of being
registered or published.'” Also, the protection
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of the IP of a computer programme is regulated
under the Law on Protection of Intellectual
Property of Software (Law No. 9,609/1998)."7

Businesses on the Internet are regulated by
the Internet Act (Law No. 12,965/2014), its
Regulating Decree'”® (Decree No. 8,771/2016)
and the Consumer Protection Code'” (Law No.
8,078/1990), which applies to all consumers
and suppliers of services or goods."” Consumer
Protection Offices are responsible for
consumers’ rights. In addition, the Consumer
Protection Code guarantees anindividual’'s right
to “access all data stored about themselves and
to request changes, corrections and even its
removal from a database.”” Failure to provide a
consumer access to information about him- or
herself is subject to a penalty of imprisonment
or a fine.® The National Telecommunications
Agency (Anatel) regulates Internet access and
has the power to suppress abuses and establish
guidelines; for instance, the obligation to notify
customers of price charges in a timely fashion.™®

The Cyber Crimes Act (Law No. 12.737/2012)86
and the Brazilian Civil Rights Framework for the
Internet (Law No0.12.965)'®2(2014) are considered
to be the most relevant substantive legislations
currently in place to formally handle cybercrime
offences and provide procedural powers when
handling electronic evidence (Figure 4).

. 2012 Mar. 2014

Cyber Crimes Approved the

Act Internet Civil
(Law Carolina * Bill of ng.h.ts
Dieckman) (Marco Civil

da Internet)

Figure 4: Timeline of cybercrime legislation in Brazil



Some participants noted that the problem is
not the legislation per se, but enforcement and
responsiveness. Despite the ongoing political
discussions about these issues, there are still
legislative gaps in the implementation process
that Brazil should overcome. One participant
noted that:

“For instance, Carolina Dieckmann Law was
introduced because of the media questioning
what happened. We do not have the same level
of commitment. The legislation progress should
continuously evolve however, it is still lagging
behind cybercriminals. The media sometimes
disclose cyber events but what should be the
norm and line of thought in legislating? We are
not in the desired level yet.”

Therefore, the Ilack of enforcement of
cybercrime legislation and lenient punishments
tend to encourage cybercriminals.

“Phishing” was another concern raised by one
participant, because it is not penalised in Brazil
and not considered as a criminal activity. The
participant argued that many view “phishing”
as just a preparation - brandishing a firearm
at someone without using it. The technical
discussion in the legal sphere is hampered by
lack of knowledge of IT technologies. Generally,
lawyers do not understand the severity of cases
(e.g., leakage of information or online fraud)
and therefore they do not think that this is a
problem.

Brazil has not signed the Council of Europe’s
(CoE) Convention on Cybercrime yet. However,
some participants stressed the need for Brazil
to accede to the Convention.

Results from the validation process conducted
in March 2019:

The legislative landscape has not changed
significantly since the 2018 CMM review. Once
again, the participants in the 2019 focus-
group interviews noted the need for Brazil to
sign the Convention on Cybercrime; some
internal discussions between various entities
of the Government have been undertaken.
In December, following the focus-group
interviews in March 2019, Brazil started its
accession process to the Budapest Convention,
as an observer.

One notable addition to the Brazilian legislative
landscape is the Data Protection Law, enacted
in August 2018. In December 2018, the Provision
Measure No. 869/2018 was published, thus
amending the Data Protection Law and
creating the National Data Protection Authority.
In accordance with the aforementioned
amendment, the Data Protection Law s
expected to take effect in August 2020.

Similarly, the Sexual Harassment Law (No.
13,718) that came into force in September 2018
to amend the Penal Code (Decree-Law No.
2,848, of December 7, 1940), criminalises the
performance of libidinous behaviour (non-
consensual) and the disclosure of the rape
scene, which was previously only a criminal
misdemeanour.’®® The new law provides for
punishment such as imprisonment from one
to five years.’® This repeals the provisions in
the Law of Criminal Misdemeanours (Decree-
Law No. 3,688, of October 3, 1941). The Sexual
Harassment Law represents a significant
advance in combating revenge pornography
that “covers the leaking of sex, nudity or
pornographic scenes, either in video or photo
form, without the victim’s consent”.'8s



Sexual Harassment Law (No. 13.718)

Disclosure of rape scene or rape scene of
vulnerable, sex scene or pornography

Article. 218-C.

Offer,exchange, make available, transmit,
sell or exhibit for sale, distribute, publish or
disclose, byany means-including through
mass communication or a computer or
telematics system - photography, video
or other audio-visual record containing
a scene of rape or rape of vulnerable or
who condone or induce their practice,

or, without the consent of the victim, sex
scene, nudity or pornography:

Penalty - imprisonment, from 1 (one) to 5
(five) years, if the fact does not constitute
a more serious crime.

Last but not least, the participants in the
2019 focus-group interviews noted several
initiatives intended to modernise the existing
legislation (including the Cyber Crimes Act)
and to make sure it adequately addresses
cybersecurity, although no new cybersecurity-
related legislation is envisioned in 2019.

D 4.2 - Criminal Justice System

This factor studies the capacity of law
enforcement to investigate cybercrime, and the
prosecution’s capacity to present cybercrime
and electronic evidence cases. Finally, this factor
addresses the court capacity to preside over
cybercrime cases and those involving electronic
evidence.

Stage: Formative

Across the criminal justice system, capacities
are between the start-up and formative stages
of maturity in Brazil.

The main regulatory authority that implements
cybersecurity rules in Brazil is the Ministry of
Justice via the Federal Prosecutors’ Office and
the Federal Police department.’®®

The Federal Police’s URCC, based in Brasilia,
is the main law-enforcement actor in
charge of fighting cybercrime and therefore
plays a critical operational role in pursuing
cybercriminals both within and beyond Brazil's
borders.’®” Among its competencies, the unit
is involved in the investigation of electronic

fraud (e-banking and credit card scams), of
criminal networks supporting online child
abuse, of the unauthorised access of IT
systems and networks, and also in addressing
crimes against federal public institutions.'®®
It was acknowledged during the review that
the Federal Police has a good track record in
tackling online banking fraud and online child
pornography.

Participants expressed several concerns that
the law-enforcement community faces with
regard to the enforcement of cybercrime laws:

e lack of an adequate level of training and
certifications in many of the institutions which



are needed to carry out prosecutions, since
police officers have poor knowledge of IT,
therefore the provision of basic knowledge
of IT is essential for the investigation to be
successful (e.g.: training on ISPs, analysis of
malicious code, attribution of cybercrimes);

« lack of technical and financial resources
for poorly-trained personnel;

- police officers invited to attend
cybercrime training in Brasilia are often
relocated elsewhere, hence a difficulty
in retaining officers in specific areas of
cybercrime;

- different levels of capacity between the
cybercrime units of the Federal Police and
those of the Civil Police (small budget, lack
of advanced forensic tools, lack of specific
training);

« lack of trust between law enforcement
agencies and private companies for
carrying out cybercrime investigations;

- lack of standardisation in digital-evidence
gathering and forensic procedures;

- limited competency in cyber-intelligence
collection; and

- the need to clarify the roles and
responsibilities of institutional players in
order to manage cybercrime in a complex
federal structure.
The URCC has mostly informal arrangements
with the law enforcement agencies of the 26
Brazilian states, when carrying out cybercrime
investigations at the sub-national level. It was
highlighted during the review that since police
officers have only a basic knowledge if IT,
cybercrime specialists from overseas are often
called in to help with the investigations. Also,
the National Police Academy provides online
cybersecurity courses and training for Federal
Police officers.

Brazil has a digital forensics laboratory located
at the National Institute of Criminalistics
(Instituto Nacional de Criminalistica - INC)
within the Federal Police in Brasilia.’®® Also,
each state in Brazil has set up its own IT
laboratory with specific roles, such as to
crack a phone’s encrypted data. In the event
that the IT laboratory at the state level lacks
some capacity, then contact is made with the
URCC or a private organisation. Participants
described the working-level co-operation
and information-sharing between the Federal
Police and State Civil Police as very efficient.
One participant acknowledged that within
the Federal Police, there is no restriction that
would prevent information-sharing. There is
no formal structure of information-sharing
between the Federal Police and State Civil
Police and co-operation is based on trust. With
regards to security information-sharing among
law-enforcement agencies, Brazil follows a
top-down approach.

According to Brazilian law, ISPs are required to
co-operate with government authorities upon
receipt of official requests (e.g., court order,
search warrant, subpoenas) and to divulge
customer data.’””® Once a request is received
from a competent authority, ajudge mightissue
a warrant or order to conduct an investigation
due to the violation of the law.”™ The Brazilian
Civil Rights Framework for the Internet
guarantees that legal constraints should not
limit law enforcers’ capacity to carry out their
duties and to access personal data, when they
have the legal authority to do so.®? In addition,
according to the Brazilian Telecommunications
Regulation, under Law 9.296/96, “interception
of telephone communications and information
technology systems may take place upon
court order - if there is a suspicion that the
perpetrator committed a crime and there is no
other way to produce evidence.”??

During the 2018 review, it was not possible
to obtain a clear picture of the capacity of
prosecutors and judges to handle cybercrime



cases and cases involving digital evidence.
Based on follow-up interviews, the capacity of
prosecutors and judges to handle cybercrime
cases and cases involving digital evidence was
considered by the participants to be ad-hocand
un-institutionalised. Brazil currently has 1,000
federal prosecutors and 2,400 prosecutors.
There are no special courts for handling
cybercrime cases, nor specialised cybercrime
judges. Judges receive training only via the
training held for federal prosecutors.

In 2011, a special working group on cybercrime
was created, consisting of eight federal
prosecutors.® New federal prosecutors
and federal judges (since 2015) are eligible
to participate in this working group but
it is available only once a year. This has a
negative impact on the effectiveness of law
enforcement to handle cybercrime cases. If
these are brought to court, it potentially leads
to ineffective investigations and prosecutions,
and, subsequently, a failure to convict. Also,
it was highlighted during the review that, at
the state level, the biggest problem is that the
state prosecutor often lacks the knowledge
and capacity to carry out the cybercrime
investigation. Also, there are difficulties when
prosecutors request digital data from ISPs,
partially due to the fact that Brazil is unable
to move to Internet Protocol version 6 (IPv6).
Currently, ISPs are operating with IPv4, which
is insufficient because there are not enough IP
addresses in the IPv4 address pool. As a result,
ISPs share the same IP address among many
people, making it very difficult to identify the
actual criminal. One suggestion was to try to
establish standards on the number of people
that can have the same IP. At the moment, in
Brazil, ISPs provide the same IP address to as
many as 32 people.

Brazil regularly participates in cybercrime
training overseas, sponsored by regional
bodies such as the CoE and the (OAS). For
instance, the Cybercrime Programme Office
of the Council of Europe (C-PROC) provided

Brazil with support in legislation, judicial and
law-enforcement training and in institution-
building.”® In July 2018, federal prosecutors
were invited to attend the Octopus Conference
on Cybercrime in Strasbourg.’”® One participant
added that federal and state prosecutors
are invited to participate in cybercrime
meetings with the OAS - the Working Group
on Cybercrime of the Meetings of Ministers of
Justice or other Ministers or Attorneys General
of the Americas (REMJA) - in Washington D.C.
every two years."””

In 2018, Microsoft Brazil signed a co-operation
agreement with Sao Paulo’s Public Prosecutor’s
Office (MPSP) to deliver a digital-crime training
programme to public prosecutors and other
initiatives related to fighting online crime.'®®
Results from the validation process conducted
in March 2019:

In addition to reaffirming the CMM review
outcomes, participants in the 2019 focus-group
interviews pointed out recent training for the
judiciary. They also informed the researchers of
the existence of specialised prosecution teams
in certain federative states. In spite of this, the
participants were of the opinion that Brazil still
does not have enough prosecutors and judges
trained to successfully bring a growing number
of cybercriminals to justice.

Government feedback provided in 2020:

Based on the desktop research following
the March 2019 focus-groups interviews,
the regulatory authority for cybercrime is
the Ministry of Justice and Public Security.™®
According to Article 10, Item V of the Law
No. 13,844, the Institutional Security Office of
the Presidency of the Republic is responsible
for other cybersecurity matters.2°° This is not
a significant departure from the 2018 CMM
review results and thus does not change the
cybersecurity capacity maturity of Brazil.



D 4.3 - Formal and Informal Co-operation
Frameworks to Combat Cybercrime

This factor addresses the existence and
functioning of formal and informal mechanisms
that enable co-operation between domestic
actors and across borders to deter and combat
cybercrime.

Stage: Formative

The authorities in Brazil have recognised the
need to improve both formal and informal co-
operation mechanisms, domesticallyandacross
borders, but these mechanisms remain ad-
hoc. Participants mentioned in particular that
co-operation in the fight against cybercrime
is an area with great difficulties, especially at
international level.

Formal co-operation exists at both the inter-
state and inter-agency levels. A partnership
with the CICTE is a good example of inter-
state co-operation, in facilitating an exchange
of information on cybersecurity beyond the
borders of Brazil.2°' Also, the Seginfo blog serves
as the national programme for disseminating
cybersecurity-related information (e.g.,
vulnerability warnings, latest events and
projects) within the public sector.2°? Brazil, is a
member of the ITU-IMPACT initiative and has
also participated in the Latin American and
Caribbean Regional CSIRTs Meeting organised
by Latin American and Caribbean Internet
Addresses Registry (LACNIC).2> Moreover,
CERT.br has been a member of FIRST since
2002.204

Informal co-operation exists with multi-
national ISPs on a voluntary basis since they
have no legal responsibility and are not obliged
to answer requests from law enforcement
unless they receive an official request (e.g., a

court order or a search warrant). Currently,
Brazil is in the process of developing a bilateral
agreement between ISPs and law enforcement
that allows ISPs to share data directly with the
law-enforcement authorities. For instance,
in May 2018, the INTERPOL National Central
Bureau (NCB) in Brasilia and Banco do Brasil
S/A signed an agreement to co-operate and to
share informationin order to tackle cybercrime.
“This public-private partnership will foster a
systematic exchange of data related to cyber
threats.”205

Among the various international co-operation
channels available, the engagements with
INTERPOL, Ameripol and Europol were
described as the most important channels
for facilitating cross-border co-operation and
information sharing. Based on desk research,
the URCC is in charge of co-ordinating “all
international law-enforcement networks to
facilitate the exchange of information and
manage operational protocols.”?°¢ At the
operational level, exchanging information
with foreign law-enforcement agencies
and courts was described as effective but
problems arise when requesting information
from ISPs overseas and from private Internet
companies (such as Facebook and Google) in
the US, since they rarely respond and avoid co-
operating with law enforcement in Brazil. In
other words, if companies are based in Brazil,



requesting information is easier because they
have to comply with Brazilian law. Another
concern raised during the review was an issue
regarding Mutual Legal Assistance Treaties
(MLATs) because they are very slow and this
slows down investigations. It often takes as
long as two years to get an answer to an official
request from the US because they have only
a few prosecutors dealing with MLATs from
around the world.

INTERPOL Brasilia has access to INTERPOL's
secure communication linkage, 1-24/7, which
is a restricted-access Internet portal that
provides police across the country with instant
and automated access to INTERPOL's criminal
databases.?’” The 1-24/7 network is considered
to be an informal co-operation because it is
used only to share information for intelligence
purposes and not for gathering evidence.
In 2017, Brazil (the Brazilian Federal Police)
and Europol signed a strategic agreement to
expand co-operation to combat cross-border
criminal activities, which could be considered
as a formal co-operation.?°8

A participant added that cybercrime training
and international cyber-related events serve as
another platform on which to create trust and
connections between different stakeholders,
in order to enable informal requests for support
in preserving data or obtaining information
to determine the best way forward. The
Government is in the process of taking steps to
put Brazilinto a legislative position to ultimately

ratify the Budapest Convention on Cybercrime.
Results from the validation process conducted
in March 2019:

Once again, the participants in the 2019
validation focus-group interviews noted that
the collaboration between ISPs and law-
enforcement authorities is ongoing but there
are still examples of ISPs refusing to do so. An
issue is exacerbated by, inter alia, the sheer
number of ISPs in the country, many of which
do not have dedicated IT personnel and rely on
external consultants to deal with cybersecurity
issues.

The co-operation between the CERT.br and
CTIR Gov, on the other hand, has arguably
improved. The same has been claimed by the
interviewees in 2019 about the co-operation
between the various levels of law enforcement
in the country; roles and responsibilities
between state and federal law enforcement
agencies are clear and relationships are
arguably functional. All these entities have a
designated round-the-clock contact point,
which contributes to what was assessed by the
2019 review-validation interviewees as “good
communication”.



Recommendations

Following the information presented on the review of the maturity of cybersecurity legal and
regulatory frameworks, the following set of recommendations is provided to Brazil. These
recommendations aim to provide advice and steps to be followed for the enhancement of existing
cybersecurity capacity, following the considerations of the Centre’s CMM.

Legal Frameworks

R 4.1

Consider setting up a periodic process of reviewing and enhancing Brazil's laws relating to
cyberspace to address the dynamics of cybersecurity threats (e.g.: cyber-bullying, sexting and
accessing and downloading child pornography images);

R 4.2
develop new legislative provisions through multi-stakeholder consultation processes on IP online
and human rights online;

R 4.3
enact commencement orders for existing legislation and assign bodies to monitor the enforcement
of cybersecurity and cybercrime;

R 4.4
dedicate resources to ensure full enforcement of existing and new cybersecurity laws and monitor
implementation;

R 4.5
ensure that in the case of cross-border investigation, procedural law stipulates what actions need
to be conducted in order to successfully investigate cybercrime;

R 4.6

consider developing a strategy that covers cybersecurity and cybercrime and that would also
clarify the roles and responsibilities of the actors (CIRTs, law enforcement, ministries) involved in
handling computer-security incident response and cybercrime investigations;

R 4.7
adapt and implement legal provisions on e-commerce, regarding cybercrime incidents such as
online fraud, spam, and phishing sites;

R 4.8
consider developing a platform for sharing electronic evidence between regional cybercrime
forces;

R 4.9
enhance the existing co-operation between ISPs and law-enforcement agencies for removal of
copyright-infringing content from websites;



R 4.10
revise and enforce legislative provisions that obliges ISPs to provide technical assistance for law
enforcement when they conduct lawful electronic surveillance; and

R 4.1
consider sighing the Council of Europe’s Budapest Convention on Cybercrime.

Criminal Justice System

R 4.12
Invest in advanced investigative capabilities in order to allow the investigation of complex
cybercrime cases, supported by regular testing and training of investigators;

R 4.13
allocate resources dedicated to fully operational cybercrime units based on strategic decision-
making in order to support investigations, especially at the state level;

R 4.14

establish institutional capacity-building programmes for judges, prosecutors and police personnel
(for instance through Ameripol, Interpol, Europol or other organisations) in order to acquire new
ICT skills needed for cybercrime investigations (e.g.: digital evidence gathering) and effective ways
of enforcing cyber-laws;

R 4.15
strengthen national investigation capacity for computer-related crimes, including human,
procedural and technological resources, full investigative measures and digital chain of custody;

R 4.16
build a cadre of specialist prosecutors and judges to handle cybercrime cases and cases involving
electronic evidence;

R 4.17
consider establishing standards for the training of law enforcement officers on cybercrime;

R 4.18
dedicate sufficient human and technological resources in order to ensure effective legal
proceedings regarding cybercrime cases;

R 4.19

consider requesting reliable and accurate cybercrime statistics from the Federal Police’s URCC
and the CERT.br in order to better inform decision-makers about the current cybercrime threat
landscape in Brazil when developing policies and legislations to address this matter;

R 4.20
consider creating a National Cybercrime Laboratory under the auspices of the Federal Police’s
URCC in order to facilitate digital forensics;



R 4.21

establish a formal mechanism to enable the exchange of information and good practices between
prosecutors and judges in order to ensure efficient and effective prosecution of cybercrime cases;
and

R 4.22
collect and analyse statistics and trends regularly on cybercrime investigations, on cybercrime
prosecutions and on cybercrime convictions.

Formal and Informal Co-operation Frameworks

R 4.23
strengthen international co-operation to combat cybercrime based on existing legal assistance
frameworks and enter further bilateral or international agreements;

R 4.24
consider setting up a Threat Intelligence Platform for real-time information sharing between the
Federal Police’s URCC and the CERT (CERT.br);

R 4.25
allocate resources to support the exchange of information between domestic public and private
sectors and to enhance the legislative framework and communication mechanisms;

R 4.26
enhance co-operation between the public sector and banks and other financial institutions
regarding the sharing of incidents, in order to increase the level of cybersecurity awareness in
Brazil;

R 4.27
facilitate informal co-operation mechanisms within the police and criminal justice systems, and
between the police and third parties, both domestically and across borders, in particular ISPs; and

R 4.28

strengthen informal co-operation mechanisms within the police and criminal-justice systems,
and between police and third parties, both domestically and across borders. Consider know-hows
from other areas, such as anti-corruption co-operation.
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Dimension's

Standards,

a

Organisations and
Technaologies

This dimension addresses effective and widespread use of cybersecurity technology to protect
individuals, organisations and national infrastructure. The dimension specifically examines the
implementation of cybersecurity standards and good practices, the deployment of processes and
controls, and the development of technologies and products in order to reduce cybersecurity risks.

Brazil has established a number of institutions
that organisations, both private and public,
can refer to for certification against ICT
standards, best practices and guidelines.

More specifically, Associacdo Brasileira de
Normas Técnicas (ABNT) provides the Brazilian

This factor reviews the Government’s capacity
to design, adapt and implement cybersecurity
standards and good practice, especially

those related to procurement procedures and
software development.

versions of ISO IEC standards such as ABNT
NBR ISO/IEC 270001; CEPESC is the Research
and Development Centre for the Security
of Communication which is responsible
for the development of projects related to
the security of communications, including



technology-transfer; CAIS RNP, despite
being the incident-response team for the
Brazilian academic networks, is responsible for
creating and promoting security practices for
networks in general. According to government
sources, there are normative instruction and
complementary norms elaborated in the
Information Security Department of GSI, which
deal with the normalisation of information
security and cybersecurity in the realm of the
FPA.

Participants suggested that the design,
adoption and audit of cybersecurity standards
vary significantly across the public and private
sectors. Regarding the public sector, there
are strict rules that have been converted into
standards since 2001, and which apply to the
FPA.?°° Thereisasysteminplaceforauditingand
all federal agencies are required to designate
a unit within their organisation to perform
audits. Furthermore, there is a general controls
office that is tasked to design standards, and to
assess the progress of implementation of these
standards by all departments. In addition,
there is a self-evaluation tool at the disposal of
departments to help them prepare for future
audits. Finally, participants mentioned that
the FPA has designed a maturity model and
visited more than 40 agencies to establish a
comprehensive picture of its overall level of
maturity. In stark contrast, there are significant
differences in maturity in public state-
level organisations. The main reason is the
absence of a mechanism to enforce a uniform
application of policies, as well as a lack of
expertise and funding. Furthermore, a lack of
accountability when employees do not comply
with policies and the absence of metrics to
measure compliance all contribute to poor
cybersecurity practice in the states.

Interesting cases are SERPRO and DATAPREYV,
two companies that are not part of the FPA but
which provide critical services to the Brazilian
Government. Both adhere to the highest
of international standards, with DATAPREV

having obtained Tier 4 certification for two of
their data centres, while the third has a Tier 3
certification.

Focusing on the private sector, participants
postulated that the rate of adoption differs
between sectors, with finance and electronic
communication companies being pioneers in
this area. Certain sectors, such as electronic
communications and finance, have some
mandatory security requirements; however,
in the majority of cases, the driving force for
adherence to standards is market demand
and business need. ISO 27001 is the most
frequently adopted framework, with the NIST
cybersecurity framework being considered as
well.

Participants agreed that the Central Bank can
impose security requirements, but there is no
specific standard promoted by the regulator.
There are a combination of international
standards, such as Payment Card Industry Data
Security Standard (PCl DSS)?° for data security
imposed by MasterCard®' and Visa,?? which
companies set out to follow strictly. It is worth
noting that during the review, we did not have
the opportunity to speak with private financial
institutions, to corroborate these findings.

Focusing on standards in software
development and procurement, there are
specific guidelines in place for the public
sector but the extent to which these
guidelines are related to cybersecurity is not
clear. Participants suggested that there are
requirements in the FPA regarding purchase of
cybersecurity equipment and the development
of software. These requirements are generic
and organisations develop internal processes.
Overall, participants claimed that the guidelines
are effective and provide transparency. We
were not able to obtain a clear picture for the
private sector.

Participants acknowledged the need for a
security-related authority to set standards



across all sectors (not only in the FPA) and
to promote adherence to these standards.
The importance of streamlining the process
of software and hardware procurement was
highlighted as well. It was further suggested
that discussions with all relevant stakeholders
and regulators must commence before the
adoption of the national cybersecurity strategy.
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This factor addresses the existence of reliable
Internet services and infrastructure in the
country as well as rigorous security processes
across private and public sectors. Also, this

aspect reviews the control that the Government
might have over itsInternet infrastructure and
the extent to which networks and systems are

outsourced.

Stage:

Review participants suggested that the Internet
infrastructure in Brazil is very resilient. There
has been a constant increase in the number of
Internet users over the last five years. Currently,
the Internet penetration rate in Brazil is above
67 percent.?*

There is also a significant mobile-Internet
market with more than 81 million people using
mobile Internet.?’> E-commerce sales are rising
and currently exceed $20 billion, since more
than 61 million people are digital buyers, with
mobile-commerce reaching a penetration rate
of 32 percent.

These statistics provide the foundations
for understanding the maturity of Internet
infrastructure resilience and of security
standards in e-services offered by public and
private organisations. Participants suggested
that a wide range of e-government services are
offered, such as e-voting. Similar observations
can be drawn for the private sector, where there
is an abundance of e-services, with participants
believing that their uptake is increasing.

There is a wide range of public and private
ISPs in Brazil, with varying degrees of quality,
services and pricing. There are regulations



imposed by Abranet,?¢ but we were unable to
interview people from the telecommunications
sector during our review. Based on our
desktop research, there are more than 25
Internet eXchange Points (IXPs), which are
maintained by an overarching project named
IX.br. The number of IXs ensures an appealing
environment for innovation and Internet
connectivity, while it increases the resilience of
the Internet infrastructure.?” It is worth noting
that the IX.br project achieves a maximum
throughput of 5,060GB per second with an
average of 3,260GB per second for Brazil,
broadly equivalent to the services offered by
German provider DE-CIX, which are the highest
in the world.?®

This factor examines the quality of software
deployment and the functional requirements
in public and private sectors. In addition, this

factor reviews the existence and improvement of
policies on and processes for software updates
and maintenance based on risk assessments
and the criticality of services.

Stage:

Software quality varies significantly in the public
sector depending on whether organisations
are part of the FPA or not. There is an inventory
of secure software for the FPA and networks
are monitored for malware. Patching of
outdated software is achieved automatically
and there are KPIs in place to evaluate the
effectiveness of the patching mechanisms.
Furthermore, all ministries have agencies
that cover ICT management and establish
requirements regarding software. There is a
dedicated IT office that provides both software
and hardware solutions, so the administration
support is centralised.

Participants suggested that organisations in
state government do not have a catalogue
of secure software and that patching is not
consistently implemented. Regarding the
private sector, software quality depends largely
onthesize oftheorganisation, with corporations
in the financial and telecommunication sectors
being more mature.

Software development is common practice in
boththe publicand private sectors,. Participants
mentioned that in-house software tools are
developed to monitor networks, classify
incidents and provide situational awareness.



Artificial intelligence and machine-learning
techniques are utilised by organisations to
deter, detect and mitigate cyber-attacks.

As participants explained, technology-transfer
is problematic in Brazil due to the lack of
legislation to establish and protect IP. Many
international organisations in the technology
sectoraretherefore hesitanttoprovide software
solutions to Brazil. This has led to an increase in
the design of domestic cybersecurity products.
We were not able to obtain a clear picture on
whether in-house software is tested to validate
security properties.
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This factor reviews evidence regarding the
deployment of technical security controls by
users, public and private sectors and whether

the technical cybersecurity control set is based
on established cybersecurity frameworks.

Stage:

The adoption of technical security controls in
Brazil varies across sectors and organisations.
Participants suggested that the adoption and
implementation of controls in government
bodies is very advanced in the FPA, but rather
elementary and inconsistently promoted in the
state governments due to financial restrictions,
limitations in human resources and a lack of
appropriate organisational structure. Brazil has
an extensive constitution that currently does
not cater for cybersecurity. There is a strategy
for the implementation of controls in the FPA
which includes a detailed model for assessing
the maturity of organisations, but it has no
control over the states and municipalities. As a
result, any technical control that is mandatory
for the FPA cannot be enforced in the states,
nor can auditing agencies monitor them for
compliance.

Participants mentioned that there are 22
complementary rules which describe the
technical controls for the FPA. There are
decentralised networks protected by a CERT,
filters and firewalls, intrusion detection systems
(IDS) that utilise artificial intelligence to
determine trends, back-up systems, incident-
response and recovery processes, as well as
platforms for sharing threat intelligence with
other stakeholders. Participants mentioned
the “wannacry” incident as an example
where, thanks to platforms for sharing threat
intelligence, they were able to automatically
exchange information about the malware,
readjust the hardening of networks and
exchange patches and software updates.
Finally, there are metrics for all the controls and
risk assessments that are conducted frequently.



In the private sector, there is an understanding
that well-established organisations adopt
adequate technical controls tailored to their
networks. Network-segmentation controls
and monitoring tools are evident in this sector,
as well as the use of IDSs and other Security
Information and Event Management (SIEM)
tools. Specific organisations have established a
CERT to monitor their networks. Of particular
concern, however, is the fact that organisations
in the private sector are not required to share
information about incidents with the national
CERT and may not receive threat intelligence.

Generally, the level of understanding and
deployment of security controls in the private
and public sectorsis thought by the participants
to be adequate. However, no mechanisms are
in place to assess the effectiveness of these
controls in specific organisations, nor processes
to recommend further improvements.

Participants concurred that a single authority
should be responsible for strategic decisions
on technical controls and should promote the
adoption of a unified framework as a minimal
set of security controls.
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This factor reviews the deployment of
cryptographic techniques in all sectors and users
for protection of data at rest or in transit, and

the extent to which these cryptographic controls
meet international standards and guidelines
and are kept up to date.

Stage:

The Brazilian Public Key Infrastructure (ICP-
Brazil) is the entity responsible for ensuring
authenticity, integrity and legal validity of
documents in electronic form; supporting
applications and accredited applications
using digital certificates; and ensuring secure
electronic transactions.?” ICP-Brazil comprises
a number of certification authorities which

provide different services, such as a Root
Certification Authority (Root CA), certification
authorities (CAs) and registration authorities
(RAs). ICP Brazil has established technical
standards for the accreditation of CAs and RAs,
provides audits, and supervises the Root CA
and its service providers. Participants noted
that there are very strict requirements both for



Root CAs (Level 5) and CAs which provide the critical systems for both data in transit and
Public Key Infrastructure (PKI). data at rest. We were not able to obtain a clear
picture of whether web service providers offer
In the federal government, ABIN is the SSH connections between servers and web
accreditation centre for encryption and browsers.
provides specific rules on how classified
information should be transmitted, defines Results from the validation process conducted
the communication protocol for sensitive in March 2019:
information (PGP is used) and instructs how
data should be stored. Focusing on DATAPREV, The importance of cryptography has been
they use SSH for their services, and encrypt recognised by the federal authorities and use
data in transit but do not encrypt the data in of it is encouraged by the National Information
the repositories. The use of cryptographic Security Policy adopted at the end of 2018.222
emails is prevalent in DATAPREYV, but this has Participants of the 2019 validation group
created problems with auditing. Therefore, interviews did note that this policy is only aimed
for non-sensitive information the use of at the federal public institutions and should be
encrypted emails is discouraged. Participants expanded across all sectors to have a tangible
mentioned that there is a master key to decrypt impact on the cybersecurity capacity maturity
information for auditing purposes. Regarding of Brazil. It is hoped this would spread the use
the private sector, similar observations can of cryptography, which is reportedly not yet
be made. Encryption is considered mainly for  widely used in all the critical sectors.

D 5.6 - Cybersecurity Marketplace

This factor addresses the availability and
development of competitive cybersecurity
technologies and insurance products.

Stage: Formative - Established

The domestic market for cybersecurity participants, the prevalence of hackers in Brazil
technologiesinBrazilisatan establishedlevelof = has resulted in an ever-increasing demand for
maturity. There is a wide range of cybersecurity  cybersecurity products. To meet this demand,
software products developed in-house by both local companies develop and offer solutions for
public and private companies. Participants national security software. An important factor
mentioned that some of these technologies for the established domestic market is the
are exported and used by other countries. lack of legislation to protect IP, which renders
Similarly, there is less dependence on foreign foreign organisations reluctant to deploy their
cybersecurity technologies. According to  software solutions in Brazil for fear of IP theft.



The cyber-insurance market in Brazil is at a
formative level of maturity. There are a range
of policies on offer and the demand from
organisations is increasing. Usually policies
detail situations under which the insurance is
valid and, on a positive note, specify security
guidelines that organisations must adhere to
in order to be insurable. A small nhumber of
participants noted that their organisations are
covered for specific cyber-incidents.

Participants concurred that it is beneficial for
all organisations to obtain cyber insurance

since, as they suggested, the cost of even one
incident justifies the expense. Additionally,
they highlighted that the support offered
during incidents and specifically the forensic
analysis, which is invaluable.

This factor reviews the deployment of
cryptographic techniques in all sectors and users
for protection of data at rest or in transit, and

the extent to which these cryptographic controls
meet international standards and guidelines
and are kept up to date.

Stage:

Participants concluded that responsible
disclosure varies between sectors, with the FPA
achieving an established degree of maturity
with some indicators from the strategic level
being present. In stark contrast, the state
governments and the private sector are in the
formative stage of maturity.

More specifically, a vulnerability-disclosure
framework s in place for the FPA. Organisations
have established formal processes to
disseminate information automatically and the
national CERT receives this information and
provides comprehensive reports on how to
address incidents. There were cases, such as
the “wannacry” event, where technical details
and patches were shared in a timely manner to

all relevant stakeholders, which were able to
automatically parse the information and act to
protect their networks.

Conversely, private organisations are excluded
from the Government’s threat-intelligence
sharing. Moreover, they are not obliged to
report incidents so they tend to conceal any
issues that they detect. Considering the fact
that Brazil has started to privatise critical parts
of the national infrastructure, participants
urged the Government to acknowledge the
important role played by private organisations
in the national cybersecurity strategy and
to give them access to threat-intelligence
systems.



Finally, there are various means for citizens to
report incidents, either via the state police (the
maturity of which is, however, not comparable
to that of the Federal Police) or via websites.
Therearededicated channels of communication
in the banking sector for customers to report
online fraud, and several public organisations,
such as SERPRO, provide guidance on how to
defend against threats, through social media,
radio programmes and newspapers.

Recommendations

Following the information presented on the review of the maturity of cybersecurity standards,
organisations and technologies, the following set of recommendations is provided to Brazil. These
recommendations aim to provide advice and steps to be followed for the enhancement of existing
cybersecurity capacity, following the considerations of the Centre’s CMM.

Adherence To Standards

R5.1
Adopt a nationally agreed baseline of cybersecurity-related standards and good practices across
the public and private sectors, including standards in procurement and software development;

R5.2

establish or assign an institution responsible for the implementation, auditing and measurement
of the success of standards across public and private sectors. Apply metrics to monitor compliance
and establish periodic audits;

R5.3

promote discussions on how standards and good practices can be used to address risk within ClI
supply chains by both government and private organisations. Identify and mandate standards to
which Cls should adhere to;

R5.4

identify a minimum set of controls for all governmental departments (including state government)
based on annual assessments and threat intelligence from national CERT, and establish a controls
review to assess the effectiveness of the current controls and practices;

R5.5
establish mandatory requirements for the adherence to standards by appointing security officers
who will be held responsible for their implementation;

R5.6
enact legislation to allow the enforcement of disciplinary action for policy violations;



streamline clear guidance for the procurement of hardware and software by considering standards
that cater for cybersecurity;

promote the awareness and implementation of standards among SMEs; and

establish a framework to assess the effectiveness of standards for procurement and software

development.

Enhance co-ordination and collaboration regarding resilience of Internet infrastructure across

public and private sectors;

conduct regular assessments of processes according to international standards and guidelines,
together with assessment of national information infrastructure security and critical services that
drive investment in new technologies;

identify and map potential points of critical failure within the Internet infrastructure; and

establish a system to formally manage the national infrastructure, with documented processes,

roles and responsibilities, and adequate redundancy.

Develop a catalogue of secure software platforms and applications within the public and private

sectors;

develop an inventory of software and applications used in public sector and ClI;

develop policies and processes on software updates and maintenance and enforce these for Cls in
the public and private sector;

gather and assess evidence of software quality deficiencies regarding their impact on usability and
performance;



establish or assign an institution to elicit, in a strategic manner, common requirements for software
quality and functionality across all public and private sectors; and

monitor and assess the quality of software used in public and private sectors.

Establish frequent training for IT employees;

encourage ISPs and banks to offer anti-malware and anti-virus services;

establish metrics for measuring the effectiveness of technical controls across the public domain
(including the state government) and advise the private sector to adopt these metrics;

develop processes for reasoning about the adoption of more technical controls based on risk-
assessment methodologies across the public domain;

promote best practices in cybersecurity for users;

designate an authority to be responsible for strategic decisions on technical controls, that will
supervise all networks, end-to-end, and promote the adoption of a unified framework for security
controls;

deep technical security controls up to date within the public and private sectors, monitor their
effectiveness and review on a regular basis; and

conduct penetration testing for the protection of both private and public sectors regularly.

Encourage the development and dissemination of cryptographic controls across all sectors and

users for the protection of data at rest and in transit, according to international standards and
guidelines;

raise public awareness of secure communication services, such as encrypted/signed emails;



consider encryption of data at rest in the data centres; and

establish or assign an institution to be responsible for designing a policy that will assess the
deployment of cryptographic controls according to their objectives and priorities within the public
and private sector.

Extend collaboration with the private sector and academia regarding research and development
of cybersecurity technological development;

Promote sharing of information and best practices among organisations, to explore potential
insurance coverage.

Develop a responsible vulnerability-disclosure framework or policy within the public sector and
facilitate its adoption in the private sector, including a disclosure deadline, scheduled resolution
and an acknowledgment report;

establish or assign an institution responsible for supervising the process of responsible disclosure
and ensure that organisations do not conceal vulnerability information;

redesign the current system which facilitates threat-intelligence sharing among the critical
infrastructure partners to include private sector and civil service. Promote sharing of threat
intelligence and incentivise private companies to actively participate;

promote the existing incident-reporting mechanisms in the public sector;

define thresholds and notification requirements for all sectors. These requirements should not
only consider availability of services but the integrity and confidentiality of data; and

agree on clear instructions on how to share information uniformly within other countries in the
LAC region (and not only) in a formal and structured manner.



Additional Reflections

Although the level of stakeholder engagement in the review was more limited than we might have
hoped, which limits the completeness of evidence in some areas, the representation and composition
of stakeholder groups was, overall, balanced and broad.

The 2018 CMM review was the twenty-third country review that we have directly supported.

The 2019 review-validation workshop was the first attempt by the GCSCC researchers to seek
confirmation of the initial review results and to investigate changes in cybersecurity capacity
maturity of a nation. Although no major changes in maturity were detected, the validation activity is
considered to have been useful.
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